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How Veeam Kasten Works

Discover Protect Restore Anywhere
Automated discovery Secure your Kubernetes Quickly and effectively restore
of your Kubernetes application application and data your Kubernetes application

and data anywhere



Discover

Capture your entire .
Kubernetes application stack

S e B s i
Automatically discovers your 3 1 8.06i8
Kubernetes applications and
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Inventory all dependencies
Activity
Includes resource definitions, I
Configuration and underlying data Action Durations @ —ruming @ —complered @ — fed

Integrates with relational and

NoSQL databases, all major
Kubernetes distributions
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Protect

Complete application protection

(veeam)Kasten 0 pocs  © settings 2 ki0-admin

< Dashboard

Creates a copy of containers and —
S pe lel ed d ata y a n d a U tO m atl Ca I Iy T?:ﬂo i::ay, 3:12pm :‘r:day, 3:15pm ;u:i::, 39 secs

updates the backup at a rate © v N
you deCide o Successful Actions T

Ensures Comprehensive Actions(2) %% Filter Actions
protection across multiple o g =

clusters and clouds

@ Backup O Snapshotting Application Components
od-2uk O Snapshotting Application con! figuration
O Snapshotting Workload mongodb 25 spec  puRaTON

Automated policies enable et e W
you to meet your backup SLAs
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Restore Anywhere

Coordinated application recovery

Restores the entire application
and data across clusters,
regions, and clouds

Recover from user errors,
infrastructure failure, disasters
or malicious attacks

Leverage blueprints to properly
orchestrate the restore of your
application and data

K10 Dashboard

Kasten

< Dashboard < Applications

Restore application mysq/

Restore a protected object to a previous state. Restore points are shown and ordered based on scheduled
execution time which may be different from the actual creation time. During a restore, the existing
application is deleted and then recreated with the data artifacts restored from backups.

Select a restore point for details.

Past day

Today, 3:11pm >
2 mysql-backup
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Restore Point

Application Name

Select a namespace to restore into. The contents of the selected namespace will be
overwritten with the restored application.

[5] mysqtl X

Create a New Namespace

Optional Restore Settings

Pre and Post-Restore Action Hooks

Optional blueprint actions to be run before or after restores complete
Before
After - On Success
After - On Failure

Data-Only Restore ®
Restore only the volume data and exclude other artifacts such as config files

Don't wait for workloads to be ready
Specifies whether the restore action should skip waiting for all workloads (Deployments, StatefulSets

or DeploymentConfigs) to be ready before completing.

Apply transforms to restored resources

On restore, change the contents of spec resources. Th

ay be useful when r

environments. For example, you can cha

rage c

Overwrite existing
Specifies whether the restore action should overwrite existing objects to their restore point state

Artifacts

By default, all artifacts in the restore point will be restored. However, you can deselect artifacts
to exclude them from the restore.

Deselect All Artifacts
Snapshot (1) v

Restoring 1 of 1 volumes Deselect Volume Snapshots

Today, 3:11pm
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Ransomware Protection
Backup immutability & always-on
encryption keeps your data safe

Kubernetes-Native

RBAC

Deliver secure self-service
across teams & personas

Security Ecosystem

Integrate with industry-leading
SIEM, Policy-as-Code, & KMS
tools
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Simple Recovery

Recover working applications
In-place, cloning, or recovering
to other clusters

Intelligent Policies
Support
enterprise-scale
operations with built-in
automation

Application Consistency
Customizable application
integration for every
Kubernetes workload
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Application Mobility
Enable hybrid/multi-cloud
across different distributions,
clouds, & infrastructure

VMs on K8s &

Databases

Accelerate application
transformation by supporting
diverse workloads

Freedom of Choice
Agnostic with broadest
ecosystem of supported
distributions, infrastructure &

apps



Better Together:
Kasten by Veeam + Red Hat

[ E External Storage (S3, Blob, GCS, NFS) ]

OpenShift Back Up & Disaster

Recovery f e ey e

OpenShift Mobility, Migration, R @& (o) (o) !

Upgrades il (veeam | A = ) Iy =)
) Lasten I socrot S I | @ 11 @ I

OpenShift on AWS (ROSA), Azure (ARO), ; :@ e £ :

Hybrid-Cloud __ y 11 g2 )

OpenShift Virtualization Integration O OpenShift Cluster

Application-Specific Data Management | == Block and File Storage

. . 1155 e
Kasten Blueprints for Data Services \ J

Platform Plus
OpenShift ACM, ACS & ODF Integrations
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& reaat

Veeam Kasten and
Red Hat OpenShift
Virtualization

Reference A
Architecture Architecture

For Veeam Kasten and
OpenShift Virtualization
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https://www.veeam.com/resources/wp-veeam-kasten-red-hat-openshift-virtualization-reference-architecture.html

Policies

Useful
Resources

“ Installed Operators

Provided APIs
Workloads

Veeam Kasten on OpenShift Protecting OpenShift VMs
Interactive Demo with Veeam Kasten
(LINK) (LINK)

https://veeamkasten.dev

Migrating vSphere VMs to Using OpenShift Monitoring
Openshift Virtualization for Veeam Kasten
(LINK) (LINK)
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https://veeamkasten.dev/demo-ocp
https://veeamkasten.dev/ocpv-kasten-demo
https://veeamkasten.dev/ocpv-migration
https://veeamkasten.dev/kasten-openshift-monitoring

Veeam
Kasten v7.0
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Introducing Veeam Kasten V7.0

Continuous, fast paced innovation

Nov
2022

* Intelligent Job
Staggering

* Backup Windows

* Policy Presets

* OpenShift Virtualization

« IPv6

Jun
2023

VBR Integration
Transform Library
Blueprint Bindings
Multi-cluster License
Management
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Nov
2023

Multi-app Restore

Iron Bank

SBOMs

Blockmode Datamover &
EBS CBT

Datadog SIEM

O,
[h

May 2024

Cyber
Resilience

Enterprise
Solutions

and
more!



Cyber Enterprise Solutions
Resilience _
Public Sector Cloud Native and VMs
 FIPS 140-3 Compliance « OpenShift Advanced Cluster
Ka Ste n Management integration
Ransomware Protection « OpenShift container image
V7 : O * Azure Blob protection
« Block-mode backups « Efficient K8s VM backups
, SIEM Integrations Cloud Transactability
What's New « Azure Sentinel - Azure Marketplace
Deployment Recovery Focused
» Secure authentication « Kasten-DR
* Helm chart signing * VBR Instant Recovery

* In-place volume cloning
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Industry’s first Kubernetes-native data
protection supporting FIPS-enabled clusters

Kast (
. Kubernetes-native
data protection built on
Wlth Red Hat UBI image s
FIPS 140-3 e
- ' initializes in FIPS
- _Mode __ _
FIPS Compliant with CIPS
OpenShiﬂ Detection
& Initialization Y Y
Eﬁg |r'|<‘ir’fse RHEL kernel
Linuxp boots
into FIPS Mode
\.

COMPUTER SECURITY
RESOURCE CENTER
CSRC

OpenShift
Cluster

J

As of March 2024: this slide contains forward looking statements.
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Dashboard
Auth via
OpenShift

Simplified OAuth
configuration

What is it?

* Provides multi-user authentication to Kasten Dashboard
for secure self-service

» Supports multiple backend IDPs

» User ID consistency simplifies RBAC enforcement

What’s new? Better living through automation!
« Automatic service account & token creation
 Automatic cert bundle creation

* GitOps-friendly secrets for advanced configurations

I

£ Applications 2. Applications @ Policies Ill Data Usage
0 s e n ©®®  Discoveredin this system Managing resources |
B policies v

aaaaaaaaaaaaaa

volces 114 17 1.2TiB
ML, LA A e
§ ,é 0kta OAUth B profies > R COmeRn: 16 Backup Policies. SACKLES
ot Object St
':'II\{~ Reques M stveprins N o NonComplant S i i
+ Blueprints 111 Unmanaged 1 System Policy

Microsoft ¢ OpenShift Mo < | B
Entra ID Cluster ::::::ﬁ Il I

@ serngs v Action Durations @ —rumiy @ —compleied @ —fied
.................

‘A\ L D A (((((((( total actions  completed actions  failed actions  skipped actions avg duration liveartifacts ~ retired artifacts
isaster Recovery

P
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Advanced
Cluster
Manager

Solution Guide

Scalability via
OpenShift Platform Plus
tools

What’s new?

« Quick start guide for configuring scalable deployment & data protection
guardrail management

* Leverages full value of OpenShift stack by using Advanced Cluster Manager to
automatically deploy and configure Kasten across large environments

« Example ACM integration with Kyverno to audit and enforce immutable backups

« Example secure configuration of Kasten auth and multicluster via External
Secrets Operator and Vault

i
Kasten "h coo
Multicluster
Kasten Primary [G OpenShift ]
- Cluster 1
HashiCorp 4 . ‘ bt
Vault Kasten o 0o O

0 Openshift | . > 0 OpenShift
ACM Hub v~ .- /l\ Cluster N

K|-|>\ l_l_l

Kasten
"l OpenShift
Cluster 2
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What is it? -

- Native support for = External Storage (S3, Blob, GCS, NFS)
protecting & restoring 5 | " _ _ _____  _______
container images S | 1 internal-registry )
managed by l : ) |
ImageStreams using I oy-inaged |

ImageStream OpenShift internal my-image : : :
Protection registry Corimaeta] | 1 [ e |

- Uses standard Kasten my-inage:1.1 ]/":? S I
Location Profiles — no el B B !
dependency on e my-build

Immutable container separate registry © ((my-image:1.1 |
image backup - Restores exact ? .

registry in event
of cluster loss

Block and File Storage

container builds to local 0 OpenShift Cluster
| —
| —
[ —
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Direct API integration between Kasten and CephRBD volume manager
for blockmode exports & restores

Why does it matter?
* Reduces in-cluster attack surface for datamover operations
* Improves export and restore performance

Ce p h R B D * Provides incremental backups vs full export — useful for OpenShift

Virtualization backup!

Integration veeam

Kasten

Read/write
blocks directly

OpenShift
Enhancements Ceph Cluster

OpenShift Data Foundation

Create volume

shapshot via

CSl 0 OpenShift ]
L api
-

\.
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Additional Recovery Enhancements
New in 7.0

In-place Volume
@ Cloning .@. Kasten-DR l‘ L> VBR Instant Recovery

Restores timestamp- Protects local Kasten
appended PVC “copies” configuration/catalog
from backup

Manage Instant
Recovery within Kasten
Dashboard
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Veeam Kasten v7.5

Sheak peek



Preview

Veeam

Kasten
v/.5

What's coming?

Performance improvements
Management of large scale applications with millions of files / items

ISO/IEC 21007 Compliance

FIPS 140-3 with Veeam Kasten Multi-Cluster

Azure Managed Identity for OpenShift ARO

OpenShift Security Enhancements
Integration with new annotation-based controls in OpenShift

Security Context Constraints cannot (intentionally or not)
be applied to other workloads

Google Cloud Storage Immutability
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Where to find more information

‘ Red Hat Marketplace Solutions v

& o
A M

Sell with us Docs Support

Search Login

T Veeam Kasten Backup for Kubernetes
- Kasten
By Kasten
° Kubernetes Backup and Mobility Kasten, a data management platform purpose-built for Kubernetes, Contact sales B

" provides enterprise operations teams an easy-to-use, scalable, and secure system for backup/restore,
Certified enterprise read : o
i =y disaster recovery, and mobility.

Runs on Delivery method
OpenShift 4.6 -4.18 Operator

¢ Administrator
Project: All Projects  «

Home
OperatorHub

Operators Discover Operators from the Kubernetes community and Red Hat partners, curated by Red Hat. You can purchase commercial software through
Operator capabilities will appear in the providing a self-service experience.
OperatorHub

Installed Operators | All ltems
Al/Machine Learning

Q kasten
Workloads

Application Runtime
Big Data

Networking Cloud Provider

Storage

Builds

Observe

Compute

Database

Developer Tools
Development Tools
Drivers and plugins
Integration & Delivery
Logging & Tracing
Modermnization & Migration

Monitoring

Kasten K10 (Enterprise -
PAYGO)

K10 data management platform
for OpenShift, The Market Leader
for Kubernetes Backup and DR.

. Marketplace
w\ivi-

Kasten K10 (Enterprise - Term)

K10 data management platform
for OpensShift, The Market Leader
for Kubernetes Backup and DR

Kasten K10 (Free)

K10 data management platform
for OpenShift, The Market Leader
for Kubernetes Backup and DR




Follow us! Join the community hub:
f X9 B3 | &
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https://community.veeam.com/
https://www.facebook.com/VeeamSoftware/
https://www.instagram.com/veeam_software/
https://twitter.com/Veeam
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