Red Hat .
Summit

Connect

From zero to hero

OpenShift Virtualization

Michael Bang Benjamin Merot

Associate Principal Solution Architect Senior Solution Architect




...........
..................
.........................
....................
.......................................
............................................................................
..............................................................................................
................................................................................................
............................................................................................
...................................................................................
.....................................................................
.........................................................................
....................................................................................
......................................................................................
..................................................................................
......................................................................................
.................................................................................
..............................................................................
........................................................................
........................................................................
....................................................................
..................................................................
...............................................................
...................................................................
.......................................................................
.................................................................
..............................................................
.............................................................
.........................................................
..................................................
.................................................
............................................
.......................................
...................................
.....................................
........................................
......................................
...............................
..............................
...............................
................................
.................................
......................................
.......................................
...................................
...............................
....................................
........................................
.......................................
........................................
.........................................
........................................
.....................................
.....................................
..................................
...............................
......................
............
...........
.....
o000



Luca Brun® /AP

S——
-






Red Hat open hybrid cloud platform

‘ Red Hat Red Hat
Application ‘ OpenShift & RedHat

Foundations Developer Services OpenShift Al

Self-Managed Managed Cloud

Platforms

J. J. l Services

‘ RedHat — T

Opensiift Advanced Management & Security adWws

Multicluster Management | Cluster Security Global Registry | Cluster Data Management

>

RedHat — 0 Red Hat
i Integrated DevOps Services Openshit
Container Platform Service Mesh | Serverless | Builds | Pipelines | GitOps | Tracing | Log Management | Cost Management | Migration Tools AWS

OpenShift

& RedHat a Kubernetes & Cluster Services 3

Install | Over-the-air updates | Networking | Ingress | Storage | Monitoring | Log forwarding | Registry | Authorization | Containers | VMs | Operators | Helm ééé?é
Kubernetes Engine Google Cloud
&, RedHat Linux (container host operating system) & Redhat
Enterpri . Enterprise Linux
prise Linux CoreOS
Physical Virtual Private cloud Public cloud Edge

* Red Hat OpenShift® includes supported runtimes for popular languages/frameworks/databases. Additional capabilities listed are from the Red Hat Application Services and Red Hat Data Services portfolios.

V0000000 ‘ Red Hat
** Disaster recovery, volume and multicloud encryption, key management service, and support for multiple clusters and off-cluster workloads requires OpenShift Data Foundation Advanced
*** Optional add-on



OpenShift as an Application
Platform should bring
developers and operations
teams together for both
Containers and
Virtualization.

Q redhat.



Red Hat has a long history with Virtualization

2020
2007 2012 OpenShift Virtualization
Introduction of KVM as a Red Hat joins the leveraging KVM and
robust, open-source OpenStack Foundation, Kubernetes powered Kubevirt Generally
hypervisor in the Linux kernel also KVM-based OpenShift 3.0 Available
® ® ®
® ® ®
2008 2012 2016
Acquisition of Qumranet, OpenShift 1.0 Reaches Launch of KubeVirt to
leading to the General Availability enable VM management
development of Red Hat on Kubernetes

Virtualization (RHV)
based on KVM



Red Hat OpenShift Virtualization

VMs Containers

Red Hat
OpenShift Virtualization

Red Hat OpenShift

Red Hat Enterprise Linux

Physical machine

Unified platform

for virtual machines and containers

Consistent management
tools, interfaces, and APIs incl. ACM
and AAP integrations

Performance and stability
of Linux, KVM, and gemu

Healthy open source

community

the KubeVirt project is a top 10 CNCF
active project, with 200+ contributing
companies

Diverse ecosystem
of Red Hat & partner operators

The modern option for general purpose virtualization

Includes Red Hat Enterprise

Linux
guest entitlements

Supports Microsoft Windows
guests through Microsoft SVVP

Inbound guest migration
using Ansible Automation Platform +
Migration Toolkit for Virtualization,
Training and Consulting



Using VMs and containers together

Virtual Machines connected to pod
networks are accessible using standard

Kubernetes methods:

o Service
o Route
o Ingress

Network policies apply to VM pods the
same as application pods

VM-to-pod, and vice-versa,
communication happens over SDN or
ingress depending on network
connectivity

Project: default

Display Options v

@

Q

v Application: all applications v

web-app

/

mysal

X

Rl X2

© View shortcuts

o | iii

@D fedoraO1

Details Resour rces

Pods

@ virt-launcher-fedoraOl-7r4mr & Runnin g
Services
b-service
TCP/80 = 8080

Routes

@d eeeee

http://demo-default.apps.owv.lab.lan =
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Demo of mixed workloads
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Self-service VM by Project

Assign roles and collaborate around Projects as you would in the cloud

/// / Add users / groups \

/Create / Delete \

Start / Stop / Restart
Clone
Migrate

Project editor

{ View status

Project viewer

& RedHat



Fragmented ‘approach’ to VM provisioning

A process that can take weeks trapped in queues and iterations

Virtual Machine
» CPU: 4 vCPU, 1core
> Memory: 16GB
» Disk: 30 GB
» OS: RHEL

Execute workflow
> Review & approve
> Assign IP & hostname
» Configure DNS (host)

Execute workflow
> Review & approve

» Allocate volumes

Execute workflow
> Review & approve
> Install JBoss 7.4ull

» Whitelist source IP » Configure MW

Execute workflow
> Review & approve
> Install security tools
> VM hardening

Execute workflow
> Review & approve
» Configure LB & DNS
» Configure FW

Additional filesystems

» data: 500GB, disk

> logs: 100GB, partition
Application platform

» JBoss 7.4 Update 11
Firewall rules

> Ingress: SSH, HTTPS

» Egress: *redhat.com
DNS&LB

> api.service.org

» Healthcheck: HTTPS port

Request for a
new Virtual
Machine

v

. =

7

L — \ ' h
Networking Storage Platform Security Networking
team team team team team
(1-3 days) (1-2 days) (1-2 days) (2-4 days) (2-7 days)

Execute workflow

Virtualization
team
(1-3 days)

> Review & approve

> Queue to networking & storage teams

» Queue to platform team
> Queue to security team

> Queue to networking team

» Create VM from virtualization template and custom parameters
» Add disks and partitions and re-configure OS with custom filesystems

> Install corporate tools and configure default users and permissions

» Hand over the VM: IP, credentials and metadata




Virtual Machine

» CPU: 4 vCPU, 1core
> Memory: 16GB

» Disk: 30 GB

» OS: RHEL
Additional filesystems

» data: 500GB, disk

> logs: 100GB, partition
Application platform

» JBoss 7.4 Update 11
Firewall rules

> Ingress: SSH, HTTPS
» Egress: *redhat.com
DNS&LB

> api.service.org

» Healthcheck: HTTPS port

Next Gen approach to VM provisioning

Automated VM provisioning in minutes

> &

Request for a
new Virtual
Machine

VM template VMimage cloud-init

)

Manage networks, storage,
load balancers, etc.

SIONS

Network Security  Storage

I I

affele

OpenShift

Execute workflow
» Validated network, storage, and security
against policies and permissions
» Provisioning of VM with corporate tools
from template and custom parameters
» Publish VM: IP, credentials and metadata

VM Ready!



Red Hat Enterprise Linux image builder

Steps for using image builder

@ 1. Choose @ 3. Create @ 5. Deploy
runtime environment blueprint instance

Physical, private cloud, Define and customize Push image to the cloud

public cloud, or edge the image provider of your choice
@ 2. Select @ 4. Build

image builder tool the image .

.................................................................................................................. -0

Image builder service Create a variety of images

console.redhat.com including Red Hat OpenStack,

Amazon Web Services, VMware,
and Microsoft Azure, and more

Image builder

@
On-premises private build i

14
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OpenShift Pipelines OpenShift GitOps

OPENSHIFT PIPELINES

OpenShift Pipelines / OpenShift GitOps

OpenShift ClI/CD

Cl will be done with OpenShift Pipelines based on OSS Tekton, and CD will be done with OpenShift GitOps
based on Argo CD. Each is installed and managed by Operators.

OpenShift Pipelines (CI) OpenShift GitOps (CD)

‘ RedHat

OpenShift




Demo

E -

Blueprint Imagebuilder

A

Template from Git Build golden image

Datavolume & Virtual machine

@ a X o Template

OpenShift Pipeline

V0000000 ‘ Red Hat



Red Hat Ansible Automation Platform & OpenShift Virtualization

Automating the virtualized
application lifecycle

Vv
=

Optimize

Perform VM guest
modifications such as installing
vm tools

Automation for virtual

machine
G
Deploy VM

Provision virtual
machine with specified
resources on to
OpenShift
Virtualization

Automation for
OpenShift
Virtualization

-
Install application

Use native Linux or Windows
modules to install applications,
modify configuration settings and
deploy services

Automation for Linux/Windows

o<
)

o_a

Orchestration

Physical network DNS, load balancers, and
firewalls

Public/private cloud services Hosted
database services, hypervisors, and serverless
functions

Software as a Service (SaaS) ServiceNow
ITSM, service catalogs, and other hosted apps
Security Audits, incident response, and

remediation
Automation for Infra & ITSM/CMDB

©

Deprovision

Remove or stop virtual
machine when
application is no longer
required

Automation for
OpenShift
Virtualization

& RedHat
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Migrating VM-based applications with minimal disruption

Migration toolkit for virtualization (MTV) included with OpenShift

RedHat
OpenShift

© Administrator

Home

Operators

Workloads

Virtualization

Migration

Overview

Providers for virtualization
Plans for virtualization
NetworkMaps for virtualization

rageMaps for virtualization

Networking

Storage

Builds

Observe

Compute

Migration Toolkit for Virtualization  successtu

Overview  YAML

7

o
Migrations
4 0
Total Running
0 canceled
Virtual Machine Migrations
6 (0]
Total Running

0 canceled

Welcome

Migration Toolkit for Virtualization (MTV) migrates virtual machines at scale to
Red Hat OpenShift Virtualization. You can migrate virtual machines from
VMware vSphere, Red Hat Virtualization, OpenStack, OVA and OpenShift
Virtualization source providers to OpenShift Virtualization with the Migration
Toolkit for Virtualization (MTV)

This gives organizations the ability to more easily access workloads running on
virtual machines, while developing new cloud-native applications.

Migrations are performed in a few simple steps, first by providing source and
destination credentials, then mapping the source and destination infrastructure
and creating a choreographed plan, and finally, executing the migration effort.

(0] 4
Failed Succeeded
(0] 6
Failed Succeeded

a1 © © Arik Hadas v

Settings
Max concurrent virtual machine migrations
204"
Must gather cleanup after (hours)
led &

Controller main container CPU limit

500m #"

Controller main container Memory limit
80oMi ¢
Precopy interval (minutes)

604"

Snapshot polling interval (seconds)

04

Mass migration of virtual machines

Migrate virtual machines at scale to
OpenShift Virtualization in a few simple
steps

Provide source and destination
credentials, map infrastructure and
create migration plans



Virtualization
Migration
Assessment

Two-week onsite
interactive workshop and
follow-onreport

Want to migrate VMs
quickly and safely to a
mature platform? Kick off
with a Virtualization
Migration Assessment for
your quickest path to
migration

NextSteps ——

Gather representatives from
your infrastructure, networking
and security teams

Experienced Red Hat Architects
run a short series of onsite
workshops to develop your
migration journey

Know where you are going and
how your going to get there

We provide a completed
architecture design and
prioritized roadmap for
integrated migration factory
solution

We will follow up with a tailored
proposal for your complete
migration off your current
virtualization solution

& RedHat
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Thank you

m linkedin.com/company/red-hat

facebook.com/redhatinc

twitter.com/RedHat

E youtube.com/user/RedHatVideos




