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Benefits of Auto-Remediation

Reduction of alerts, incident tickets and MTTR > Cost reduction

Ability to preempt outages, improved uptime

Reduction of risk and human error

Improved user experiences
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The timeline of an incident

MTTIMTTD

MTRS

MTTR

Something breaks

You notice it’s broken

You figure out why it’s broken

You’ve fixed it

The system is fully operational

MTTA

The right person is working on it

MMTD: Mean Time to Detect MTTI: Mean Time to Investigate MTTA: Mean Time to Action MTTR: Mean Time to Repair MTRS: Mean Time to Restore Service



OneAgent

Automatic, full-stack data capture for 

dynamic cloud environments

Smartscape + PurePath 

End-to-end dependency mapping and deep 

tracing for real time, precise context

Davis

Explainable AI engine, for automatic 

answers, insights, actions

eventstraces metrics topology behaviorlogs

Vertical Stack
Infrastructure layer 
delivering any application 
or service

Horizontal Stack
Dynamic 
dependences in real 
time cross server 
frontiers
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The Diagnostics of the unknowns

ANIMATED



Dynatrace Platform

ANIMATED
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Observability, Security 
and Business data

Traces Metrics Logs

Topology Behaviour

Metadata Network

Code

Business
Events 

Deep, context-rich, full stack

Vulnerabilities  Threats  

Davis AI

Causal AI

Accessed by our causal AI 
for analysis & answers

Smartscape

Grail

Graph powered Massive Parallel 
Processing Lakehouse

Stored contextually with massive 
parallel processing and graph query 

technology

OpenTelemetry

Semantic Dictionary

OneAgent

Scalable data 
capture and ingest

API

Automatically captured in 
context & pre-processed 

Enterprise low-code 
programmability and data-

science

Post-process, 
combinate, act

AppEngine 

Automat ionEngine 

Dynatrace 
Query Language 

Automat ion

Answer driven Automation 
and Security

Powering automation, 
orchestration, prevention and 

protection  

Security 

Observabil ity

Custom Apps 

Problems

Ecosystem Integrations



C O N F I D EN T IA L 6



C O N F I D EN T IA L 7



C O N F I D EN T IA L 8



C O N F I D EN T IA L 9











Solution Architecture for Auto-Remediation

Dynatrace, using OneAgent, 
detects Application Problem1

Dynatrace AutomationEngine 
sends Problem Open notification2

Dynatrace sends context 
information to Red Hat Event 
Driven Ansible

3

Ansible restarts the “service”4

Run health check on the 
Service5

Dynatrace recognizes 
improvement; closes Problem6

Dynatrace sends Problem 
Resolved notification7

ANIMATED

Dynatrace Problem comments 
updated with remediation activity



HOW TO START

Analyze
… your problems and find repetitive patterns

ANIMATED

1

2
Create
… your playbook and workflow which can be manually triggered

3
Optimize 
… into a manual-approval based process

4
Automate 
… the remediation actions with a proven track record end-to-end



CLO UD D ONE RIGHT


	Default Section
	Slide 1: Remediate issues with event-driven automation 
	Slide 2: Benefits of Auto-Remediation
	Slide 3: The timeline of an incident
	Slide 4: The Diagnostics of the unknowns
	Slide 5: Dynatrace Platform
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14: Solution Architecture for Auto-Remediation
	Slide 15: HOW TO START
	Slide 16


