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The partnership with Red Hat

« Cisco Validated Designs provide tested
architectures for standardized, repeatable
deployments.

« Zero-touch automated OpenShift deployment, ' I Il l X
enhanced with Red Hat Ansible Automation CISCO

« Cisco Solution Support for single-point-of-
contact across Red Hat and the converged
infrastructure stack

« Aguide to integrating Red Hat OpenStack with
Cisco ACI

« Cisco Validated Designs for Simplified Al
Infrastructure il | @ RedHat
CISCO edha




The partnership with Red Hat

“Building on a decade of collaboration, Cisco and Red Hat are
working together to help organizations realize the value of Al
through improved operational efficiencies, increased productivity
and faster time to market.

Cisco’s Al-focused Cisco Validated Design can help simplify,
accelerate, and scale Al deployments using Red Hat OpenShift Al to
provide data scientists with the ability to quickly develop, test, and
deploy models across the hybrid cloud.”

—Steven Huels,
General Manager,
Artificial Intelligence Business, Red Hat.
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Architecture & Solution Components

@ OPERATIONS Infrastructure management, optimization, and orchestration
@é OBSERVABILITY Full Stack Observability (visibility, insight and actions)

Everything
-as-code

6;3 SECURITY Infrastructure, workload, applications and cloud

:@7 ggg\-/rélENsER Build, deploy, and control containers with applications
Egg;ﬁgNER Container OS, runtime, and packaging
ggE;LvéADRE Software-defined infrastructure

@ INFRASTRUCTURE Platforms for compute, networking, and storage
= —
P F £, —

Data Center edge colocation public cl
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Architecture & Solution Components

67 Qg OPERATIONS
&

Consistent cloud-native
experience across edge, data
center, and the cloud

@< OBSERVABILITY

Run traditional or new
applications with containers on
bare metal or virtual machines
using the industry’s leading
blade architecture.

E@@B SECURITY

CONTAINER
=) SERVICES

CONTAINER

ENGINE Optimized for Al/ML,

accelerated VDI,

SOFTWARE and big data applications

DEFINED

1 SDN storage with local NVMe or
il [E] =
@ INFRASTRUCTURE EEI= = & ; external
modular, blade, rack converged nexus, mds storage
e .D
# —5 ; |

CIsCO

- = o ||W -—
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Reduce complexity with a flexible, modular architecture...

Al/ML Production-ready Kubernetes platform
o Cisco UCS® X-Series platform engineered
for future connectivity innovations via a
VDI simple UCS X-Fabric module upgrade
whenever technology is ready

K8S

. [ <
Scales up to: intel. &

o 960 cores 24 GPU
per chassis per chassis

PR R O O O O SN SN NN GER GER BB 200—Gbps to 1-PB stor.age
ot et et e et — compute node per chassis
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Reduce complexity with a flexible, modular architecture
that helps lower costs and emission

Sustainable by design

Analyze > Reports > Sustainability Report

Sustainability Report . . .
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packaging Components materials

= el Intersight

3 Infrastructure Service \/
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emissions. Emissions are estimates from utility 1 \ Other sources
Fabnelterconnects data and third-party services. See Methodology | | W Natural Gas 14%
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. \ I ® Nuclear 6
HyperFlex Clusters. Last Month - - \ " fomess 0% m P d Supply Chain
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Kubernetes
1 S Y and reuse
Integrated Systems
UCS Director i i
Power Consumption Dally Energy MIX 8kWh
. Peal
3% Configure - Amount of total energy used during each Avg. Peak
Current & don © N . . o G § three-hour reporting period by source,
uuuuuuuuuu ption verage Consumption ax Consumption eraged oy il of the aye that mae
up this month.
333 329 446

New Command Palette X w w w = ] =
—— e Consolidation could result in:
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Winner for innovative and impactful products that are —

literally “purpose-built” for a sustainable future 31% reduction  27% reduction 39% reduction in
in power in recurring hardware
consumption software costs  maintenance cost
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Architecture & Solution Components
€23 OPERATIONS D s i

Deploy and configure

@< OBSERVABILITY . . 2,
infrastructure in minutes

Automated advisories and

3 SECURITY
@ 3 3 ° ° L3
continuous risk mitigation

CONTAINER
=) SERVICES

CONTAINER
ENGINE

Orchestrate workflows, APls,
and SDKs for day O -N
operations

Future-proof with high
performance compute,
network, and storage

SOFTWARE
DEFINED

n___-1 m
@ INFRASTRUCTURE E I:
modular, blade, rack converged
( %FFH( ) E N

il C—
Data Center edge colocation public cloud m .éIIlS'(lZIO" ‘ ‘RedHat




Architecture & Solution Components

CLI / Web ° Cisco Nexus

@ OPERATIONS &, cuiiwer m e Dashboard

o& OBSERVABILITY .
Secure multi-tenancy

E@@g SECURITY Software-defined storage
optimized for containers

CONTAINER .
:@7 SERVICES Automated connectivity

and integration

CONTAINER .
ENGINE Containers can run on bare

metal, in virtual machines

SOFTWARE l Container on < RedHat (VMs), or alongside VMs

OpenShift
DEFINED bare metal Data Foundation

=] 1
e [E =
modular, blade, rack converged nexus, mds

INFRASTRUCTURE
2 —
P - - B —

Data Center edge colocation public cloud .éIIlS'(l:IO" ‘ Red Hat
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Red Hat Ansible with Cisco ACI

An infrastructure-as-code practice

140+ Ansible ACI REST API with a common

modules for ACI

Q Comprehensive coverage of the

configuration management
language
T APIC .
Se=rs Leverage ACI's object model
Cyo and single configuration API for

100s of Nexus 9000s

| ACIl as an on-prem anchor for
PANRS N hybrid cloud

g X R I Certified by both RedHat and
T N NS NN Cisco Cloud Networking BU

m ‘ ‘ RedHat

Automate fabrics end-to-end with Ansible




Combined Solution

65 Qg OPERATIONS
&

OBSERVABILITY

SECURITY

CONTAINER
SERVICES

CONTAINER
ENGINE

SOFTWARE
DEFINED

INFRASTRUCTURE

Data Center

Q@ CLI/Web @ Cisco
“ Console / ACM | Intersight

J
S RedHat
OpenShift

Platform services  Application services  Developer services
O
= RedHat
OpenShift

Red Hat Enterprise Kubernetes Kubernetes
Linux CoreOS (orchestration) cluster services

Container on
bare metal

=

N
Dasﬁ)!;g;d

Al services

OpenShift
virtualization

OpenShift
Data Foundation

modular, blade, rack converged nexus, mds storage

- o\

edge colocation

.(:

o
— )
public cloud
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UCS X-Series CVD with OpenShift and OpenShift

Data Foundation

@ Cisco
| Intersight

Ee=p——F—Fg Cisco Nexus®

interconnect
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" Red Hat l
Ceph Storage
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Complete solution in just 7RU
with all the power you need

Quickly deploy and manage
through Cisco Intersight and
Ansible

Validated architecture could be
replicated to deploy additional
Cisco UCS X-Series chassis
containing only compute nodes,

or storage nodes, or a mix of
both.

Solution available as Cisco
Validated Design and on GitHub

T
Red Hat



Combined Solution

CLI / Web o \ Cisco
@ OPERATIONS Q Console / ACM | / Intersight
@< OBSERVABILITY
@ Cisco Security Cloud
% SECURITY
Cloud Cloud Protection Breach Protection

8, RedHat
(@) CONTAINER = Openshitt
ff SERVICES Platform services  Application services  Developer services Al services
\.‘ RedHa;.f
CONTAINER I
ENGINE Red Hat Enterprise Kubernetes Kubernetes OpenShift
Linux CoreOS (orchestration) cluster services virtualization
SOFTWARE Container on A )
OpenShift
DEFINED bare metal Data Foundation
==
HE [E
1] m
modular, blade, rack converged

INFRASTRUCTURE
2 —
P - - B —

Data Center edge colocation public cloud

N

Protect every imaginable
application workload - on-prem
and in the cloud

Provides CNAPP protection to
multi-cloud workloads using
graph-based context

Discover and protect all your
cloud assets

Zero-trust protection for
hybrid-cloud workloads
utilizing machine-driven policy
lifecycle automation

ST & RedHat
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Cisco Cloud Application Security

Cloud Security

® 0 Code + Cloud Workload App + API
. . Post . 2 .
@. Build Security M:i':;:men ¢ C%/;D Protection °3<6>€° Security

Prioritize and Remediate: Automate and Simplify: Continuous Risk Assess and Monitor:

Full Development « Compliance Management:

Lifecycle Monitoring « Virtual Machines

* Internal & External
APIs

« APl Tokens

Governance Policies Resource « Containers

Infrastructure as Code MELEL e e Serverless

Attack Path Analysis _

Remediate the risks that matter—first.




Combined Solution

CLI / Web o \ Cisco
@ OPERATIONS Q Console / ACM | / Intersight
, ) i=l=
o OBSERVABILITY = O @
FSO Platform AppDynamics Thousand Eyes
@ ' ! Cisco Security Cloud
% SECURITY
Cloud Cloud Protection Breach Protection

&, Red Hat
(@) CONTAINER = Gpenshitt
fy SERVICES Platform services  Application services  Developer services Al services

\.‘ Red Hat
CONTAINER - @@ o @@
ENGINE Red Hat Enterprise Kubernetes Kubernetes OpenShift
Linux CoreOS (orchestration) cluster services virtualization
SOFTWARE Container on Y SLETE
DEFINED bare metal  VIMWare Dot Foundation

INFRASTRUCTURE
. -
— - =ANir o
P= - - B N

Data Center edge colocation public cloud

9! I= ;
modular, blade, rack converged nexus, mds storage

Cisco FSO provides real-time
visibility, insights, and
recommended actions enriched
with business context

Bring the data that matters to
your business and seeitina
single, live Ul

Correlate telemetry (oTel) from
across domains that impact
your business

ST & RedHat
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Full Stack Observability

Observe

Understand hybrid app
performance

Understand modern
app performance

See how network and app
performance impact
customers

Uncover gaps in hetwork
visibility

Secure

Understand where hybrid
apps are vulnerable

Understand modern
app performance

)

See how resources are
allocated

Understand how to optimize
costs

ST
CISCO

& RedHat



Summary

* The Cisco Validated Design (CVD) solution helps
organizations simplify the deployment and
management of their container infrastructure.

« Arrich collection of Ansible automation playbook ' I Il l X
managed and supported by Cisco: c ] s C O

« Cloud and on-prem networking
« Compute

« Sustainable and modular infrastructure to
support any workload, managed by Intersight

« Future-proof platform architecture with
simplified operations




636%

ROI of five years

20%

higher developer
productivity

54%

reduction in
operational costs

3x

more features
per year

US$21.6M

higher revenue per
year per organization

R3iRA
RG

Q0
N

@

Source: IDC White Paper, sponsored by Red Hat, "The Business Value of Red Hat OpenShift",

doc # US47539121, March 2021.
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Cisco + Red Hat deliver measurable business value

27%

reduction in recurring
software cost

Up to 730/0

reduction in hardware
operating costs

39%

reduction in hardware
maintenance costs

50%

lower consumption
of raw materials

30%

lower total energy
consumption

CISCO

T ‘ & RedHat


https://www.redhat.com/en/resources/The-Business-Value-of-Red-Hat-OpenShift

Cisco Validated Design

el

Cisco ACI and Openshift integration: APIC
Containers Plug-in

Cisco ACIl and OpenStack o | I 1o I I
integration: APIC OpensStack
Plug-in C I S C O

FlexPod Datacenter with Red @

Hat OpenShift Container

Platf d NetApp Ast
o e NetApp Astr & RedHat

FlashStack for Cloud Native with Cisco
Intersight, Red Hat OpenShift, and Portworx m

Enterprise Design 1l ‘ & RedHat




Clsco Validated Design

Red Hat OpenShift Container
Platform with OpenShift Data
Foundation on Cisco UCS X-Series

Automation for Hybrid and
Multicloud from Cisco and
Red Hat White Paper

Data Center Automation Solution
from Cisco and Red Hat Ansible White
Paper

TIr
CISCO
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