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Kasten K10 on Red Hat OpenShift

Native data protection and DR solution for Red Hat OpenShift
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Kasten by Veeam Use Case

Kasten's Mission is tackling Day 2 data management challenges
to help enterprises confidently run applications on Kubernetes.

Backup & Restore Disaster Recovery Application Mobility
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Discover
@ Automated discovery
of your Kubernetes application

Protect

How Kasten
K10 Works

Secure your Kubernetes
application and data

Quickly and effectively restore your
Kubernetes application and data

@ Restore Anywhere
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Discover

Capture your entire
Kubernetes application

sta C k K"A§TEN @ Docs & k10k10 v 0
y Veeam

D opashboard Dashboard
333 Applications
& olicies ¥ Applications Policies Data Usage
. . o pliaes Discovered in this system Managing resources | FFE%  Total Backup Data
« Automatically discovers your 6 5 ¢2-seis

B Profiles >

Kubernetes applications and s s ——— | T
45y Transform Sets v 0 Non-Compliant 0 Import Policies 62DGiBr[w] 34]8 Ming,

inventory all dependencies I e

Examples

Data Usage

* Includes resource definitions, e Activity
configuration and underlying FRMS R
data . T

* Integrates with relational and —— e e sgm e e e i s
NoSQL databases, all major

Kubernetes distributions
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Protect

Complete application
protection

« Creates a copy of containers and
specified data, and automatically
updates the backup at a rate

 Ensures comprehensive
protection across multiple
clusters and clouds

 Automated policies enable
you to meet your backup SLAs

KASTEN
by Veeam
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< Dashboard

RUNNING
Today, 7:35pm
@ cassandra-backup Ve
— policy-run-7cmg7 APPLICATIONS
[N T

Show Details  Cancel Action

Actions @
Export  Monitorin, g Actions
"
@ snapshotting Application config
@ snapshotting Workload cassan

¢ Filter Actions

Today, 7:35pm
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Restore anywhere

Coordinated application
recovery

KQE:IEN 0 Docs & k10k10 v /ay
@ pashboard < Applications

« Restores the entire application and i Restore application cassandra

Res rotected object to a previous state. Restore points are shown and ordered based on scheduled
e b o polides B executio which may be different from the actual cr i ing
a ta a C ro SS C u Ste rs re g | O n S C O u S application is deleted and then recreated with the data a
I/ J IV ANAI S preses
Select a restore point for details.

* Recover from user errors, S o
infrastructure failure, disasters ,
or malicious attacks i

« Leverage blueprints to properly R —
orchestrate the restore of your = .
application and data

7 cassandra-backup 4-applications

sssssssssssssssssssssssss
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Protect Stateful Applications

Create application consistent backups with
Kasten Blueprints
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Application Migration

Migrate applications to OpenShift

OpenShift Virtualization | ROSA | ARO

Resource Transform Examples
Sdetditie, orenziiry ; . Ingress Change FQDNs
consistent backup : TR
; A EEE . Service Account Merge image pull Secrets
ﬂ .......@ Storage Change StorageClass
i Yo
Transform and Registry Transform registry URLs for applications
restore anywhere
StatefulSets Transform DNS names, e.g., workload URLs
Secrets Filter by label, e.g., Remove TLS secret for auto-regeneration
Sous LCB:?}:;:’}““ na Target o S— OpenShift Internal updates, e.g.,, OCP ImageStream tags
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Enterprise

Ransomware Protection e

Integration with Red Hat Advanced Cluster Security for Kubernetes

Advanced Cluster Security

f RuDer

36 policy viclations by severity

Most recent viokations with Critical severity

Q

No data was found In the selected resources

Deployments at maost risk

Deployment Resowrce lacabon

Active images at most risk Opt v
0 mages Rsk priorny Critkkd CVEs Irportant CVEs

U 0 fatie U 0 toatie
0 0 foukle U 0 foubse
U 0 futie U 0 fenbie
o U 0 fotle U 0 foabsle
0 0 tecile U 0 toabs
U 0 toanie U 0 tonbie

0 Active aging images 1 v

Risk pricerty
Q

No data was found in the selected rescurces
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Where to find more

Red Hat Marketplace Solutions v Sell with us Support

KASTEN Kasten K10 by Veeam
K1O - & RedHat

Kubernetes Backup and Mobility Kasten K10, a data management platform purpose-built for Kubernetes, Contact sales B O sh Of
provides enterprise operations teams an easy-to-use, scalable, and secure system for backup/restore, pen l t
] disaster recovery, and mobility.
Certified enterprise ready
About certfication Runs on Delivery method C ied Technology

Openshift 4.6+ Operator

Highlights Overview Documentation Pricing Help

© Runs on OpenShift

@ Certified operators Kasten K10 is extensible and in addition to deep OpenShift integration is also pre-integrated with popular relational and NoSQL

@ Fully containerized data services. This provides operations teams the capabilities to create policy-based automation to protect Kubernetes

© Vendor supported applications at scale. An extremely easy-to-use user interface along with a Kubernetes-integrated AP, integrated observability and
monitoring, and support for enterprise authentication and authorization schemes.

©@ Vulnerability scans

https://Imarketplace.redhat.com/en-us/products/kasten-k10/documentation

KD‘\VSTCN Product Partners Resources Events Company Supportz Q m
y Veeam

Red Hat OpenShift and Kasten K10

Protection and mobility for OpenShift Kubernetes

Home » Kubemetes » Partners » RedHat

As more mission critical workloads move to hybrid compute environments, your

organization will benefit from the integrations between Kasten K10 & OpenShift

that provide flexible, reliable, enterprise ready backup, disaster recovery and Data Services (@ . E Il'
mobility for Kubernetes application data—wherever OpenShift runs.

KASTEN
K10

Data Management KASTEN i

Platform l< lo
G RED HAT'
OPENSHIFT e Aopllcationsoniess | [

Seolstry; Lopgleg; Service mesh
’ ) ; ’ Automated operations 4@ RedHat .
“Data protection and backup is a necessity for managing Kubernetes i [IWWW - -
applications at scale across the hybrid cloud. We are pleased to kubernetes https 'll - kaSten .IO/paI"tner red hat
collaborate with Kasten by Veeam so organizations across the globe & e
can use Kasten K10 data management platform with Red Hat Enterprise Linux, Coreds

OpenShift to rollout, upgrade, and protect their cloud-native
applications.”

KASTeN

- Joe Fernandes, VP and GM, Core Cloud Platforms at Red Hat =
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