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Kasten K10 on Red Hat OpenShift

Native data protection and DR solution for Red Hat OpenShift
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Kasten by Veeam Use Case

Kasten's Mission is tackling Day 2 data management challenges
to help enterprises confidently run applications on Kubernetes.

Backup & Restore Disaster Recovery Application Mobility
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Discover
® Automated discovery
of your Kubernetes application

Protect

How Kasten
K10 Works

Secure your Kubernetes
application and data

Quickly and effectively restore your
Kubernetes application and data

@ Restore Anywhere
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Discover

Capture your entire
Kubernetes application

l I I<QEI‘EN 0 Docs & k10k10 v 0

@ pashboard Dashboard

332 Applications

& oiices v Applications Policies Data Usage
.
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* Automatically discoversyour 6 5
Kubernetes applications and [ e B I
inventory all dependencies S : —

. PSS Ml usage &Reports v
Activit
* Includes resource definitions, ctivity
RRRRRRR e22se0
configuration and underlying 2 e =
RRRRR h
d ata . Assignments h Action Durations @ —running @ — completed @) — falled
Settings v
. . System Information total actions completed actions failed actions skipped actions avg duration live artifacts retired artifacts
* Integrates with relational and B 726 ; 5 Goses 2ess 51358
€D Get support

NoSQL databases, all major
ubernetes distributions
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Protect

Complete application
protection

KQE-IﬁN 0 Docs A& K10-k10 v 0

{3 pashboard < Dashboard

« Creates a copy of containers and . O
‘L . R roles v cassandra-backu Today. 7:35pm
specified data, and automatically - o

eeeeeee

updates the backup at a rate B .

. QN siveprints Actions 0 Filter Actions

* Ensures comprehensive ORI
protection across multiple -

il Of
C u S e rS a n C O u S Data Usage Backup Snapshotting Application Components
scheduled-89d62 i
21695635417

Show Details  Cancel Action

RUNNING PHASES PROTECTED OBJECT ARTIFACTS START
Export _:Monitoring Actions none none Today, 7:35pm
policy-run-7emy
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* Automated policies enable e
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you to meet your backup SLAs
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Restore anywhere

Coordinated application
recovery

I<Q§J;EN 00 Docs & k10k10 v A}

3 pashboard < Applications

* Restores the entire app|ication and e Restore application cassandra

Restore a protected object to a previous state. Restore points are shown and ordered based on scheduled

e b b  polides & executio which may be diffe from the actual cre . During a restore, the existing
data across Clus‘te rs reglons ClOUdS application is deleted and then recreated with the data a d from backups.
I ! . prese Select a restore point for details.
\\\\\\\\ >
* Recover from user errors, - o s -
2 o Past day

infrastructure failure, disasters - —
or malicious attacks " .

 Leverage blueprints to properly =
orchestrate the restore of your . =

application and data

licancas {2 cassandra-backup
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Protect Stateful Applications

Create application consistent backups with
Kasten Blueprints
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Application Migration

Migrate applications to OpenShift

- e - e -y

Source Distribution &
Storage

Export portable,
consistent backup

Transform and
restore anywhere

OpenShift Virtualization | ROSA | ARO

S

OPENINIIT

Resource

Ingress

Transform Examples

Change FQDNs

Service Account Merge image pull Secrets

Storage
Registry
StatefulSets
Secrets

OpenShift

Change StorageClass

Transform registry URLs for applications

Transform DNS names, e.g., workload URLs

Filter by label, e.g., Remove TLS secret for auto-regeneration

Internal updates, e.g.,, OCP ImageStream tags
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Enterprise

Ransomware Protection e

Integration with Red Hat Advanced Cluster Security for Kubernetes

Red Hat

Advanced Cluster 5S¢
of Kiubernety

36 policy viclations by severity

Most recent violations with critical severity

Q

No data was found In the selected resources

Deployments at most risk

Depoyment Resowrce acabon

Active images at most risk tions »
0 mages Rskpriorny Critkd CVEs Irportant CVEs

tical Ce 7 . o U 0 foatie V0 toatie
0 O fouale U 0 fouble
7 U 0 tuotile U 0 tanbie
) U 0 focakle U 0 tonkle
U D tecle D 0 toabks
U 0 tosie U 0 tontie

0 Active aging images 1 v

Rk priceity

No dna was found in the selected rescurces
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Where to find more

Red Hat Marketplace Solutions ™ Sell with us Support

IKASTeN Kasten K10 by Veeam m
g o & RedHat

Kubernetes Backup and Mobility Kasten K10, a data management platform purpose-built for Kubernetes, Contact sales B OpenSh ift

provides enterprise operations teams an easy-to-use, scalable, and secure system for backup/restore,

] disaster recovery, and mobility.
Certified enterprise ready
About arifation Runs on Delivery method ied Technology
OpenShift 4.6+ Operator
Highlights Overview Documentation Pricing Help

@ Runs on OpenShift

@ Certified operators Kasten K10 is extensible and in addition to deep OpenShift integration is also pre-integrated with popular relational and NoSQL

@ Fully containerized data services. This provides operations teams the capabilities to create policy-based automation to protect Kubernetes

@ Vendor supported applications at scale. An extremely easy-to-use user interface along with a Kubernetes-integrated AP, integrated observability and
monitoring, and support for enterprise authentication and authorization schemes.

@© Vulnerability scans

https://Imarketplace.redhat.com/en-us/products/kasten-k10/documentation

Kﬁ\VSTCN Product Partners Resources Events Company Support Q m
y Veeam

Red Hat OpenShift and Kasten K10

Protection and mobility for OpenShift Kubernetes

Home » Kubemetes » Partners » RedHat

As more mission critical workloads move to hybrid compute environments, your

organization will benefit from the integrations between Kasten K10 & OpenShift

that provide flexible, reliable, enterprise ready backup, disaster recovery and Data Services "’V ’ E II'
mobility for Kubernetes application data—wherever OpenShift runs.

KASTEN
KIO
IKASTEN Hana

Data Management
Platform K10

Application services
Cluster Services Middleware, functions, ISV Developer services
Dovtoois, sutomated builds,
Gico, 0

©l

RED HAT
OPENSHIFT e -

y . 5 g utomated operations @ RedHat .
“Data protection and backup is a necessity for managing Kubernetes A i ft [I[WWW - -
applications at scale across the hybrid cloud. We are pleased to kubernetes https '/l - kaSten .IO/paI’tner red hat
collaborate with Kasten by Veeam so organizations across the globe & reanat
can use Kasten K10 data management platform with Red Hat Enterprise Linux,Core0S.
OpenShift to rollout, upgrade, and protect their cloud-native

applications.”

KASTeN

@S by Veeam

Private. Public

-- Joe Fernandes, VP and GM, Core Cloud Platforms at Red Hat =
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