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Every CEO
At any company after a breach

We take your 
privacy and 
security very 
seriously…

Photo by Eleonora Francesca Grotto on Unsplash
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B R Y A N  R O S S

Introduction
Field CTO, GitLab
BryanRossUK

Co-founder, XPT Solutions2005

2020 Head of Technology Products, Sky

Senior Consultant, Sopra Group2011

Executive Advisor, VMware Tanzu2022
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€4.13M 277 days
Million-Euro Race to Detect and Respond

The average cost of a data breach

Source: IBM Cost of a Data Breach Report 2023

108 days
Organisations with extensive use of AI 
and automation are significantly faster

€1.56M
Average cost saving from high levels 

of adoption of DevSecOps tooling

taken to identify and contain a data breach

31.6%
The effect of complexity on 

the cost of a data breach
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Security and compliance are business-critical

of companies are 
releasing 2x fast 
or faster 

66%
*GitLab DevSecOps Report

of the top breaches last 
year stem from attacks 
on the application layer

8/10
*Crowdstrike State of Application Security Report

Non-compliance 
costs more than 
early adherence 

2.71x
*Deloitte Cost of Compliance 

Markets are competitive Apps are causing breaches Compliance costs increase

https://about.gitlab.com/developer-survey/
https://www.crowdstrike.com/2024-state-of-application-security-report/
https://www2.deloitte.com/us/en/pages/regulatory/articles/cost-of-compliance-regulatory-productivity.html
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Democratising Security

Milestones

Assign Issue

Merge 
Accepted

Release

Epics

Deploy

Create a merge request

Collaboration & ReviewPush Code

Issues

Approval

Shift Left
Empower developers to 
see and solve security 
problems early.

ScanAutomated
Testing
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API Security
Analyze APIs for runtime vulnerabilities  

Fuzz Testing
Use malformed data to measure app stability 

Container Scanning
Look for knowns security vulnerabilities 

Automated security 
scanning across all 
stages of the SDLC.

DAST
Analyze web applications for runtime threats

IaC Scanning
Scan infrastructure files for insecure practices

SAST
Scan application source code and binaries

Dependency Scanning
Analyze external dependencies

Secret Detection
Check for credentials in code commits

Complete 
Coverage

Bring your own Tool
Easily integrate your existing security tools

Extract More Value
Use GitLabs policies, reporting, and guardrails
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177%

New CVEs reported each year

The tyranny of zero
New vulnerabilities are found at an 
increasing rate that organisations cannot 
keep pace with.

Source: National Vulnerability Database, NIST

2022 20232021
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Security
Improve Application Security by 
addressing vulnerabilities before 
theyʼre shipped to production. 

Integrate security directly into the software development 
lifecycle, empowering developers to write secure code 
from the start, without compromising on velocity. 

Shift left security  

Deliver high quality scan results to minimize the noise 
of false positives so security and development teams 
can prioritize critical vulnerabilities. 

Detection accuracy

Streamline the process for finding, triaging, and 
fixing vulnerabilities by providing actionable insights 
and automating workflows, so developers can 
address issues swiftly with minimal friction.

Faster remediation 
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This presentation and linked pages contain information 
related to upcoming products, features, and functionality. 

It is important to note that the information presented is for 
informational purposes only. Please do not rely on this 
information for purchasing or planning purposes. 

As with all projects, the items mentioned in this presentation 
and linked pages are subject to change or delay. The 
development, release, and timing of any products, features, 
or functionality remain at the sole discretion of GitLab Inc.
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Efficiency will 
become your 
competitive 
advantage

Culture will 
come before 
transformation

Best in class scanning 
technology

More accurate and 
actionable security findings

Reduced alert fatigue 
with less false-positives

Focus on vulnerabilities 
that are exploitable

Advanced SAST
Provides cross-function and cross-file taint 
analysis for popular languages:

C#

Go

Java / JSP

JavaScript / TypeScript

Python

Ruby

Loved by developers, trusted by app sec teams
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Cross-function, cross-file taint analysis 

Traces input data through all assignments, 
manipulation, and sanitization.

Contextual remediation and fewer 
false positives

Proprietary detection engine with rules 
informed by in-house security research

Code Flow
Detection accuracy
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Static Reachability 
Detection accuracy

Reduce CVE noise by identifying 
dependencies actively used in code

Improves Dependency Scanning; based on 
GitLab Advanced SAST

Today: Experiment for Java & Python
Next: UI support, additional languages

Experimental
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Artificial Intelligence
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AI is central to GitLabʼs 
DevSecOps platform

Throughout the Software Delivery Lifecycle
Improve DevSecOps workflow efficiency by 10x by 
applying AI assisted workflows to all teams involved 
in delivering software value

Single Application
Leverage the benefits of GitLabʼs single application to 
deliver more software faster, enabling executive visibility 
across value streams and preventing context switching

Privacy-First, Enterprise-Grade
Lead with a privacy-first approach allowing enterprises 
and regulated organizations to adopt AI assisted workflows

Writing new 
code

Improving 
existing code

Understanding
what code does

Meetings & 
admin tasks

Code 
maintenance 

Testing

Security 
exposure

21%
Time spent 
writing code

Time spent on
all other tasks

79%
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The most comprehensive AI-powered 
DevSecOps platform

              GitLab Duo Chat

Epics

Issues
Discussion 
Summary
Generate Issue 
Description

Milestones

Automated TestPush Code

Merge Request Summary

Create a merge request

Test Generation
Root Cause Analysis

Code  Explanation
Merge Commit 
Message

Approval

Merge 
Accepted

Release

Scan

Vulnerability Explanation & 
Vulnerability Resolution

Collaboration & review

Deploy
AI Impact
Dashboard

Code Review Summary
Discussion SummaryDiscussion

Summary

Write code
Code Suggestions

Write code
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Vulnerability
explanation
Continuous security improvements

Helps developers remediate 
vulnerabilities more efficiently

Helps uplevel developers to 
improve their skills with AI 
generated security training

Enables developers to write 
more secure code
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Code
Explanation

Enables developers to quickly 
understand code

Uplevels developers through 
continuous learning  

Inline code explanations
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Vulnerability
resolution

Helps developers remediate 
vulnerabilities more efficiently

Get a jump start on how to fix a found 
vulnerability with auto-generated merge 
requests to mitigate security risks

Continuous security improvements

Beta
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Workflow

Fully autonomous AI agent that proactively support developers 
as they develop, deploy, and secure software. Transitioning from 
reactive, prompt–based AI to proactive, autonomous AI that drives 
software development and delivery.

The future of AI-driven software development

GitLab Duo Workflow video

https://drive.google.com/file/d/1hU2WocWn08RsU0Nq4bi9BUGhpWKQTua3/view
https://www.googleadservices.com/pagead/aclk?sa=L&ai=DChcSEwja1fbF-sL8AhWIDK0GHb4uD_AYABACGgJwdg&ae=2&ohost=www.google.com&cid=CAESaOD2BS3yCNqslrPmdHMdauSLlXiajFOCPNKueTbQgyDft2rubAmn6HogmeB9XmV7jG-d0ZBo70EFxgMMkP7IEWkEllzecarFoindRm8Sl4_i4xXDUazeYwPKQXEAJw39eihelJAdzxl0&sig=AOD64_0uvYj_IrnrcHb9GcnUk7E0qEZDyg&adurl&ved=2ahUKEwjb1e7F-sL8AhVeD0QIHX6PDxoQqyQoAHoECAgQBQ
https://drive.google.com/file/d/1hU2WocWn08RsU0Nq4bi9BUGhpWKQTua3/view
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Having zero vulnerabilities is an unachievable  
standard in large / complex environments.

Prioritise by risk, not by numbers.

Build an environment that empowers everyone to 
collaborate and contribute towards security.

Letʼs start the conversation
@BryanRossUK

Driving transformation
in the FTSE100 🚀

https://bryanross.me/


