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Overview

IMT Service Delivery

DevO
DevO
Enter

0s Platform: OpenShift
0s Practice: Agile Transformation

orise Architecture: Governance

Quality Assurance: Test strategies
IAM; Customer Client Management
Core shared systems

Platform Ops

* Gitops

* Cluster management
* Platform engineering

IT systems

* Application architecture
e Delivery and Deployment
* Platform experience
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Target Architecture |
Centralised services

*Core central functions
*Workflow engine
*Messaging
*APl management
*Authorisation

*Custom services:
*Data capture
*Rules engine
*Case management
*Document management
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Challenges

*Be responsive; be able to change quickly

" eModernise

Decouple; make smaller, lighter systems
anage the complexity this brings

*Be stable and secure ....

Underlying these are general responsibilities to
provide for customers and citizens ...

*Be able to innovate, to pre-empt change
~ *Be efficient

~ *Ensure value

~ Be green, sustainable



Strategic IT Platform | OpenShift

*Containers
*Self-contained applications
*Can transport easily
*Easy to replicate and to scale
*Easy to manage
*Highly secure (on OpenShift)
*Easy to Automate

*DevOps
*One team responsible
Self-service
*Automation


https://www.flickr.com/photos/catandgirl/205811790/
https://creativecommons.org/licenses/by-nc-sa/3.0/

Strategic IT | Automation

Platform automation

* Always the same application
 Multiple copies - distributed
* Recovery

* Continuous services

* New releases, no downtime
* Rolling updates to platform
* Automatically scale ...

* Green IT — Carbon footprint

Deployments > Deployment details

@ request-service

Details Metrics YAML ReplicaSets Pods Environment Events

Deployment details

Q

Name — Red Hat
request- ‘ — OpenShift
Container Platform

Project: hpaexample «

</> Developer -
,,,,,,,,,, i Add Horizontal Pod Autoscaler
Resource @ odctest2
Topology
------------ . Configurevia: @ Form view
Monitoring
Search @ Note: Some fields may not be represe
full control.
.............. Builds
Name
Annota Pipelines default
Helm Minimum Pods
@ Up to date
Project =By
Created at Maximum Pods
@ 14 Apr 2023,10:50
Config Maps = I
Secrets CPU Utilization

0

CPU request and limit my

Memory Utilization

0

Memory request an
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Version 1 | Red Hat Partnership

Red Hat Expertise

Version 1 specialises in open-source technologies and is a leading Red Hat Partner

Partner since We are recognised by our customers for our expertise in developing and deploying innovative,
201 8 ‘ Red Hat gog enterprise solutions through Red Hat technologies.
4\ VERsiON1
2021 Red Hat
Innovation . X _— :
Devel Effi
Red Lat Certlﬁed AR R s eveloper Efficiency Business Productivity Enterprise Ready
e Red Hat OpenShift
OpenShift
. aws &£ 3 a aws EER
Innovation “We are delighted to have been ] IBM Cloud A Bt I o
named as a Red Hat Innovation
award winner EREIEICRILERIEEICIEY Amazon Red Azure Red Red Hat
2001 R hororablarmention relnforqes the lnvest.ment into Hat OpenShift Hat OpenShift OpenShift on OpenShift
n 2092 Innovation that Version 1 has IBM Cloud Dedicated
commltted to ensuring we AMRO ARO S e
R d H t continue develop_mg lnnoyatlve o . : : . — — —y
e a and game changing solutions in Joint offerings with Cloud Provider Red Hat Managed  Customer Managed OCP
collaboration with our Offered as a Native Console offering on equal parity with cloud
, customers.” provider Kubernetes service or Customer Managed OCP
Business Partner Ken MacMahon, Head of Our multi-cloud Partnership approach allows us to extract maximum value from our customers'’
Einkiton Provider Technology and hybrid-cloud models with our expertise in Red Hat's OpenShift Container Platform. Version 1 provides
Innovation.Version1 a host of Red Hat services to our customers:
Datacenter infrastructure _ , .
Middleware solutions * Red Hat Enterprise Linux * Azure Red Hat OpenShift « Many more..
Cloud infrastructure * Red Hat OpenShift * Red Hat Ansible

Copyright ©2023 Version 1. All rights reerved. A
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3 Principles for a Successful Platform
(Gregor Hohpe - Architect Elevator)

Low friction

e Automated On-Boarding
e Standardised "Golden Paths"
e Self-Service CI/CD Capabilities

Transparency

e |Insights: what's happening on the platform
e Observability: Metrics, Logs, Traces
e Single Entry Point (GitOps)

Shared Responsibility

e Platform won't solve all problems...
e Cloud Native, 12 factor apps
e Shared responsibility between who manage it & who use it
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Platform Engineering | DAFM Scale

4 Clusters 18 Nodes 2,976 Pods 21 Business Units

~ 2L,
oY

400 Developers 1,398 Automated
Changes



|
: Application Code - . 6. In Jenkins select Project = APP =
u

master = Build with Parameters
Select UAT and paste the SIT =

2. Make Commits Triggers DEV Triggers SIT Pipeline kust.yaml| ImageTag under version
7. Create a branch in 9. Create a branch in
Ao v aina ot ki oo i) HONI S Lo : AppManifests, update AppManifests, update
u . | the preprod > the prod > kust.yaml
: Jenkins : kust.yaml “ImageTag” “ImageTag" with
: | with UAT ImageTag and preprod ImageTag and
--------------------------- ' raise a MR raise a MR
Builds Image Builds Image and &. Create a OPS JIRA 10. Create a OPS JIRA
uilds, ilds - . = _
Updates Ta d te the MR Link d paste the MR Link
and updates tag updates tag P 9 i e f B T e &
B T R T O T T P T e e R e s i e T B P T e e i 4 3 T b B e T i e i e S L e S gt e s |
| |
o Kustomize Project > Overlays Project = Overlays Project > Overlays Project > Overlays > Project > Overlays :
aJ ustomize | (AppManifests) > app > env > dev > app = env > sit > app > env > uat app > env > preprod > app > env > prod !
: > Kust.yam| = Kust.yaml| > Kust.yaml| > Kust.yaml| > Kust.yaml !
| “ImageTag” “ImageTag” “ImageTag” “ImageTag” “ImageTag” |
s e e A s e T I i ot o I e e e :
Keeps checking sync Keeps checking sync Keeps checking sync Keeps checking sync Keeps checking sync
status status status status status
T T T T T T T T T T T T T T T T T e T T T T T T T e i T e T s n s e :
; E ArgoCD :
: Deploys in DEV Deploys in SIT Deploys in UAT Deploys in Deplays in
Env Env Env PREPROD Env PROD Env

Prod Cluster

| 4

-preprod
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Platform Engineering |

LightSwitchOps - Holly Cummins

* Added "Green-IT" Labels for deployments
* Scaling Automation

* 30% cost saving (finite resources)

Quarkus
‘ * Quicker start-up & and throughput times
,'  Lower memory footprint

* 50% carbon footprint

KEPLER

* Visualize power consumption metrics in the OpenShift console.

 Compare with published energy mixes to gather carbon footprint.
* Awareness / Measure / Changes

KERPLER
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EDMS | Exotic Disease Management System

* Class A Notifiable Diseases CNTELUENZ

KEEP IT OUT OF YOUR POULTRY FLOCK

Prevent contact with wild birds
D s

* e.g. Foot And Mouth, Avian Influenza, African Swine Fever

* Suspect

AVIAN

* Confirmation INFLUENZA

* Containment

* Depopulation

* Disease Free Status




EDMS | Exotic Disease Management System

* EDMS - Technical Architecture

Desktop/Tablet

1n

Y

edms-application

LIRS

g—

§s

' Red Hat SSO
OPENSHIF T Identity
‘ Management
OPENSHET
—
(-mascale A
g
-
e edms-cases || edms-holdings edms-dm- SPING
= integration boot
()]
3
2 edms-users edms-lookups | | edms-documents {-} Swagger
-
edms-suspect edms-licence
EDMS Services
l DAFM AP]
‘ AIM
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EDMS | Exotic Disease Management System

* EDMS - Services

Applications

Y FiLTERS

|| FAVORITES ONLY

SYNC STATUS -

[(J © unknown 0
[] @ Synced 1
(] © outofsSync 0

HEALTH STATUS A

[:] Unknown 0
[] OProgressing 0
[] © Suspended 0
[] # Healthy 1
[] % Degraded 0

[] @ Missing 0

‘ LABELS ’

environment=uat

PROJECTS N
‘ PROJECTS ’
CLUSTERS F

‘ CLUSTERS ‘

NAMESPACES A

‘ NAMESPACES ‘

Namespace: edms-core-uat

DD CD

Namespace: edms-core-uat

D D CD
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APPLICATIONS TILES

(7] |( = ) === Log out

Previous 1 2 Next ltems per page: 10~

Q} edms-cases-service-uat b ¢ 0 edms-data-integration-service-uat * 0 edms-documents-generation-service-uat * 0 edms-documents-service-uat w

Project: edms-core-dev-cluster-apps-project Project: edms-core-dev-cluster-apps-project Project: edms-core-dev-cluster-apps-project Project: edms-core-dev-cluster-apps-project

Labels: environment=uat Labels: environment=uat Labels: environment=uat Labels: environment=uat

Status: W Healthy @ Synced Status: ¥ Healthy @ Synced Status: ¥ Healthy @ Synced Status: ¥ Healthy @ Synced

Repository: .agriculture.gov.ie/cluster-manifests/app-... Repository: agriculture.gov.ie/cluster-manifests/app-... Repository: .agriculture.gov.ie/cluster-manifests/app-... Repository: agriculture.gov.ie/cluster-manifests/app-..

Target Revision: HEAD Target Revision: HEAD Target Revision: HEAD Target Revision: HEAD

Path: kustomize/overlays/edms-cases-service/environments/uat Path: kustornize/overlays/edms-data-integration-service/environ... Path: kustomize/overlays/edms-documents-generation-service/e._ Path: kustomize/overlays/edms-documents-service/environment...

Destination: agriculture.gov.ie:6443 Destination: .agriculture.gov.ie:6443 Destination: agriculture.gov.ie:6443 Destination: .agriculture.gov.ie:6443

Namespace: edms-core-uat Namespace: edms-core-uat Namespace edms-core-uat Namespace: edms-core-uat

DG D D CD O CDCD

Q} edms-holdings-service-uat * ® edms-licences-service-uat ¢ 0 edms-lookups-service-uat * ® edms-suspect-report-client-uat *

Project: edms-core-dev-cluster-apps-project Project: edms-core-dev-cluster-apps-project Project: edms-core-dev-cluster-apps-project Project: edms-core-dev-cluster-apps-project

Labels: environment=uat Labels: environment=uat Labels: environment=uat Labels: environment=uat

Status: ¥ Healthy @ Synced Status: ¥ Healthy @ Synced Status: ¥ Heaithy & Synced Status: W Healthy @ Synced

Repository: .agriculture.gov.ie/cluster-manifests/app-... Repository: .agriculture.gov.ie/cluster-manifests/app-... Repository: .agriculture.gov.ie/cluster-manifests/app-... Repository: .agriculture.gov.ie/cluster-manifests/app-..

Target Revision: HEAD Target Revision: HEAD Target Revision: HEAD Target Revision HEAD

Path: kustomize/overlays/edms-holdings-service/environments/u... Path: kustomize/overlays/edms-licences-service/environments/uat Path: kustomize/overlays/edms-lookups-service/environments/uat Path: kustomize/overlays/edms-suspectreport-client/environme...

Destination: agriculture.gov.ie:6443 Destination: .agriculture.gov.ie:6443 Destination: agriculture.gov.ie:5443 Destination: .agriculture.gov.ie:6443

Namespace: edms-core-uat Namespace: edms-core-uat Namespace: edms-core-uat Namespace: edms-core-uat

D CDCD [oone X crma L omar e D CD

Q} edms-suspect-report-service-uat * ® edms-users-service-uat *

Project: edms-core-dev-cluster-apps-project Project: edms-core-dev-cluster-apps-project

Labels: environment=uat Labels: environment=uat

Status: W Healthy @ Synced Status: ¥ Healthy @ Synced

Repository: .agriculture.gov.ie/cluster-manifests/app-... Repository: .agriculture_gov.ie/cluster-manifests/app-...

Target Revision: HEAD Target Revision: HEAD

Path: kustomize/overlays/edms-suspect-report-service/environm... Path: kustomize/overlays/edms-users-service/environments/uat

Destination: .agriculture.gov.ie:6443 Destination: .agriculture.gov.ie:6443
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EDMS | Exotic Disease Management System

* EDMS - Development, Deployment and Release Workflow.

Project > Overlays > Project > Overlays > Project = Overlays > Project > Overlays > app Project > Overlays > app
EXTERNAL app = env > dev > app = env > sit > app = env > uat > = env > preprod > > env > prod >
VARIABLAES properties/config Q} properties/config Q} properties/config Q} properties/config Q} properties/config Q}
€5 Secrets S
&J Secrets £ Secrets 5 Secrets £ Secrets

———————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————— -

e - - - : .-

Dev Cluster

Prod Cluster{

OPENSHIFT

ENVIRONMENTS |
-PREPROD

____1..

Jenkins builds a Jenkins builds 2 The RC from SIT The RC from UAT The RC from
IMAGE BUILDS 5 » SNAPSHOT image Release Candidate env is promoted env is promated PREPROD env is
: for DEV {RC) image for SIT to UAT to PREPROD promoted to prod

PROJECT/APPLICATION in git repository
For ex.

EDMS/edms-cases-service
EDMS/edms-report-client

GIT PROJECT/
APPLICATION
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EDMS |

* EDMS - Leveraging Openshift Platform Support.

l!’l Display options = Fil jresource v Y Name w Find by name i )

~t

[13]

)
i

w

+Add

N
X

Topology ) edms-cases-service Actions

Observe

Details Resources Observe

ED) edms-u.ervice §

Search

Builds

@ cdms-cases- %= Running View

Environments e 09s
6855bffeh7-
I8nnm
Helm
. . E/; .
Project : HorizontalPodAutoscalers
| _
ConflgMapS @ edms-cases-service-stress-test
m edms-cases-service
Secrets o edms-l.ervice  § G edms-d..ervice $ o moveme..cences s
Services
edms-cases-service
| oy e » &
o AL eIvice:| § o Service port: web = Pod port: 8080
Service port: metrics = Pod port: 9799
Routes
o edms-s..ervice 3 o edms-s..client 3

@ edms-cases-service-metrics
Location:
http://edms-cases-service-metrics-edms-core-

N e e e S S S e R S SN i 1 B
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