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INTRODUCTION

25 years of service; we need continuous
improvement and scaling to enable
automation of our consultancy business.

What better than to eat our own dogfood and
apply DevOps principles?
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PROBLEM AND
REQUIREMENTS

Problem: onboarding and offboarding engineers,
customers in a secure and efficient way.

Requirements:

- Automation and integration with ever-changing
and variable infrastructure

- Self-service

- Audit logging / traceability

- Secure



TOOLS

YAML: data model

Ansible: automation

Wireguard: network access

IPA: central authentication

GitLab: version-controlled document store and pipelines

HashiCorp Vault: secret management
- SSO (future): Keycloak



SOLUTION
ARCHITECTURE

Gitlab

(,,_,Deploy + Config\

—CI/CD Runne

-Deploy + Config>»

Vault

yam—\

[/

Stores and retrieves secrets
SSH key authenticating CA

—Deploy + Config—>»

Centralized authentication

Deploy + Config
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Wireguard VPN
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IPA LDAP



METADATA

master v

metadata / customers / kangaroot.yml

B kangaroot.yml [ 976 B

O 00 N0 01 NN

(Y
()

id:

1

name: kangaroot
members:

id: rvalkenaers
access: manage
id: rdesmet
access: manage
id: pdens
access: manage
id: pleurs
access: manage

master v

master v

5 users.yml [7 29.02KiB

O 00 NI O Ul NN

NNNRPRRPRRERPRRRER
NP O®WwWOowNO0ouNWRNNI RO

metadata / groups.yml

5 groups.yml [ 1.88KiB

00 ~J O~ U1 N NN B

ipa_groups:

name: gitlab
user:

- rvalkenaers
rdesmet
pdens
pleurs

metadata / users.yml

users:

- login: rvalkenaers
first_name: Rien
surname: Valkenaers
sshpubkey:
rien.valkenaers@kangaroot.net: ssh-ed25519 AAAAC3NzaC11ZDIINTESAAAAIBzcW71Cukmé6PgYyvZodNV1igvxY5zaW
vpn:
public_key: 2pXGTnyIHmlytopDBn168c745Hnzyu/o+UDkhvu5ilc=
ip: 172.20.2.10/32
- login: rdesmet
first_name: Ruben
surname: de Smet
sshpubkey:
ruben@kangaroot.net: ssh-ed25519 AAAAC3NzaC1l1ZDIINTESAAAAIFYGH2rVuz5qvFFLiESpj01cMu87QrMH63hnAHZ2B
cardno000611517510: ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDi35FCu0/KNC6T4HAFZS5rRi+YcSLRaTX1DX2WMNe
vpn:
public_key: Nmvr/dUMnQTKIWOLgFcyD6LB9wcD93AQx6FYVak3DGM=
ip: 172.20.2.11/32
- login: pdens
first_name: Peter
surname: Dens

ot.be: ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDJ8s7vYab6Xd1K3gB8esuhsNHcfyGtQIU+e8
"Lb465+k3kStilwCcy9oqYJXegXojIesMEImP]0=

KH/NFMZ2Ty4ghte2P8tVbLrODWKXLR/zcyVHihj4WM=
3.12/32



REQUIREMENTS

Automation and integration with ever-changing
and variable infrastructure

Self-service

Audit logging / traceability

Secure
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AUTOMATION

Ansible + Docker APIs, 3rd party
libraries, link it all together

- Src:
SCm:

name:

- Src:
SCm:

name:

- Src:
scm:

name:

- src:
scm:

name:

- Src:
scm:

name:

- src:
scm:

name:

ssh://git@gitlab.kangaroot.

git
docker-selinux

ssh://git@gitlab.kangaroot.

git
freeipa-client

ssh://git@gitlab.kangaroot.

git
freeipa-server

ssh://git@gitlab.kangaroot.

git
rclone

ssh://git@gitlab.kangaroot.

git
smokeping

ssh://git@gitlab.kangaroot.

git
wiregquard-docker

net:

net

net:

net:

net:

net:

2222/kangaroot/ansible-roles/docker-selinux.git

:2222/kangaroot/ansible-roles/freeipa-client.git

2222/kangaroot/ansible-roles/freeipa-server.git

2222/kangaroot/ansible-roles/rclone.git

2222/kangaroot/ansible-roles/smokeping.git

2222/kangaroot/ansible-roles/wireguard-docker.git
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container_registries:

- registry_url: gitlab.kangaroot.net:4567

username: "{{ lookup('vault', 'secret=secret/kangaroot/gitlab:username') | mandatory }}"
password: "{{ lookup('vault', 'secret=secret/kangaroot/gitlab:token') | mandatory }}"

containers:

- name: vault
image: vault:1.13.3
hostname: vault.kangaroot.net
capabilities: IPC_LOCK
command: server
env:

VAULT_LOCAL_CONFIG: '{"backend": {"file": {"path": "/vault/file"}}, "ui": "true", "listener": [{"tcp"
VAULT_API_ADDR: http://0.0.0.0:8200

ports:

- 8200:8200

restart_policy: always

volumes:

- /data/vault/config:/vault/config

- /data/vault/file:/vault/file

- /data/vault/logs:/vault/logs

- /etc/resolv.conf:/etc/resolv.conf

- name: prometheus

image: prom/prometheus:v2.47.2

command: --config.file=/etc/prometheus/prometheus.yml --storage.tsdb.path=/data --storage.tsdb.retentio

ports:

- 9090:9090

restart_policy: always

volumes:

- /etc/prometheus/prometheus.yml:/etc/prometheus/prometheus.yml

- /data/prometheus:/data

- /etc/resolv.conf:/etc/resolv.conf

name: node-exporter

image: quay.io/prometheus/node-exporter:v0.18.1
command: --path.rootfs=/host

restart_policy: always

pid_mode: host

network_mode: host

volumes:

- /:/host:ro,rslave

- /etc/resolv.conf:/etc/resolv.conf

name: gitlab-runner

image: gitlab/gitlab-runner:latest

hostname: gitlab-runner.kangaroot.net
restart_policy: always

volumes:

- /var/run/docker.sock:/var/run/docker.sock

- /data/gitlab-runner/config:/etc/gitlab-runner:Z
- /etc/resolv.conf:/etc/resolv.conf

master v

ansible / azure / requirements-azure.txt

5 requirements-azure.txt (3} 1.28KiB

1
2
3
4
5
6
7
8

9
10
11
12
13
14

packaging

requests[security]

xmltodict

azure-cli-core==2.26.1
azure-common==1.1.11
azure-identity==1.7.0
azure-mgmt-apimanagement==0.2.0
azure-mgmt-authorization==0.51.1
azure-mgmt-batch==5.0.1
azure-mgmt-cdn==3.0.0
azure-mgmt-compute==10.0.0
azure-mgmt-containerinstance==1.4.0
azure-mgmt-containerregistry==2.0.0
azure-mgmt-containerservice==9.1.0
azure-mgmt-datalake-store==0.5.0
azure-mgmt-dns==2.1.0
azure-mgmt-keyvault==1.1.0
azure-mgmt-marketplaceordering==0.1.0
azure-mgmt-monitor==3.0.0
azure-mgmt-managedservices==1.0.0
azure-mgmt-managementgroups==0.2.0
azure-mgmt-network==12.0.0
azire-mamt-nenkan==2 N AN



44  .ansible: &ansible_template

45 image:

46 name: cytopia/ansible:2.9-tools
AUTOMATION B

48 cache:

49 key: "ansible"

50 paths:

51 - .ansible/roles

52 - vault

53 before_script:

54 - source ./scripts/bootstrap-ansible

55 after_script:

56 - ./vault token revoke -self

Bootstrap documentation 7

58 .vaultssh: &vaultssh_template >
59 ssh-keygen -t ed25519 -C "kangaroot-ansible+${CI_COMMIT_REF}@gitlab.kangaroot.net" -f ~/.ssh/
60 ./vault write -field=signed_key ssh/sign/gitlab-signer public_key=@$HOME/.ssh/id_ed25519.pub

Using the ansible-bootstrap container

Create a PAT in gitlab @ https://gitlab.kangaroot.net/-/profile/personal_access_tokens

On your laptop/host:

docker login gitlab.kangaroot.net:4567
docker pull gitlab.kangaroot.net:4567/kangaroot/ansible/ansible-bootstrap:latest
docker run -it --add-host=mgmt01.azure.kangaroot.net:23.97.206.3 --entrypoint /bin/sh gitlab.kangaroot.net:4567/kangaroot/ansible/ansible-b

In the container:

source env
source azure/env
./vault login

ssh-keygen -t ed25519 -C "ansible-bootstrap@gitlab.kangaroot.net" -f ~/.ssh/id_ed25519 -q -N ""
./vault write -field=signed_key ssh/sign/gitlab-signer public_key=@$HOME/.ssh/id_ed25519.pub > ~/.ssh/id_ed25519-cert.pub # generate and si

ansible-playbook -i inventories/azure -1 __ansible_role_mgmt kangaroot.yml --check --diff



7 - name: Create GitLab projects for every customer
8 gitlab_project:

9 server_url: https://gitlab.kangaroot.net

10 api_token: "{{ lookup('vault', 'secret=secret/kangaroot/gitlab:token') }}"

11 validate_certs: False

12 name: "{{ async_item[1] }}"

13 state: "{{ async_item[0].state | default('present') }}"

14 group: "{{ (async_item[0].name == 'kangaroot') | ternary('', 'customers/') }}{{ async_item[0].name | re
15 visibility: "private"

16 async: 360
17 poll: ©
18 loop: "{{ loopdata }}"

Provision GitLab o A

21 label: "{{ async_item[0].name | regex_replace(' ', '') }}/{{ async_item[1] }}"
. . . . 22 register: _create_project_threads
Subgroups and projects  Shared projects  Archived projects 93 changed_when: False
24 - name: Wait for GitLab projects to be created
. 25 async_status:
G] A ansible () 26 jid: "{{ async_item.ansible_job_id }}"
27 register: _create_project_status

28 retries: 50

(0 D documentation & 29 delay: 3

30 until: _create_project_status.finished
EB M metadata & 31 loop: "{{ _create_project_threads.results }}"
32 loop_control:
33 loop_var: "async_item"
kangaroot | ansible 34 label: "{{ async_item.async_item[0].name | regex_replace(' ', '') }}/{{ async_item.async_item[1] }}"
83 - name: Checkout every standard repository for every customer # noga 102 302
84 shell: |
85 mkdir -p /tmp/{{ item[®].name | regex_replace(' ', '') }}/{{ item[1] }} \
86 && git clone https://ansible:{{ lookup('vault', 'secret=secret/kangaroot/gitlab:token') }}@gitlab.kangaroot.net/{{ (item[0]
87 & cd /tmp/{{ item[0].name | regex_replace(' ', '') }}/{{ item[2] }} \
88 &% git config user.name "root" \
89 &% git config user.email "support@kangaroot.net"
90 loop: "{{ customers | product(['ansible', 'documentation', 'metadata']) | list }}"
91 loop_control:
92 label: "{{ item[B].name | regex_replace(' ', '') }}/{{ item[1] }}"
93 when: "'customers/{{ item[0].name | regex_replace(' ', '') }}/{{ item[1] }}' in {{ repositories.json | selectattr('empty_rep
94 tags:
95 - git

96 - template



REQUIREMENTS

Automation and integration with ever-changing
and variable infrastructure

Self-service

Audit logging / traceability

Secure



SECURITY

- Never put secrets in GIT

- Hashicorp Vault + GitLab + IPA integration
VPN/Firewall sensitive services (or zero-trust...)
Trust, but verify (audit logs for giving yourself
permissions)



SECURE
SELF SERVICE

Centralised authentication and
authorisation with 2FA in FreelPA

kangaroot

ansible
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- name: Create users

ipa_user:
name: "{{ item.login }}"
givenname: "{{ item.first_name }}"
sn: "{{ item.surname }}"

sshpubkey: "{{ item.sshpubkey.values() | list | default([]) }}"
password: "{{ lookup('vault',6 'secret=secret/kangaroot/ipa/initial-passwc

update_password: on_create
state: "{{ item.state | default('enabled') }}"
validate_certs: no
loop: "{{ users }}"
loop_control:
label: "{{ item.login }}"
tags: [ 'api' 1]
name: Create IPA groups
ipa_group:
name: "{{ item.name }}"
user: "{{ item.user }}"
state: "{{ item.state | default('present') }}"
validate_certs: no
loop: "{{ ipa_groups }}"
loop_control:
label: "{{ item.name }}"
tags: [ 'api' ]
name: Create customer readonly groups (readonly)
ipa_group:
name: "customer-{{ item.id }}-readonly"
description: "{{ item.name }}"

user: "{{ item.members | selectattr('access', 'defined')

state: "{{ item.state | default('present') }}"
validate_certs: no

when: "'members' in item and item['members'] | length > 0"

loop: "{{ customers }}"
loop_control:

label: "{{ item.name }}"
tags: [ 'api' ]

| selectattr('acc

name: Create customer readwrite groups (readwrite/undefined)

ipa_group:
name: "customer-{{ item.id }}-readwrite"



86 - name: Create customers ro policies

87 hashivault_policy_set:

88 name: "customer-{{ item.id }}-ro"

89 rules: "{{ lookup('template', './templates/policies/customer-ro.hcl.j2', tem
90 loop: "{{ customers }}"

91 loop_control:
SELF SERVICE B e e
93

- name: Create customers rw policies

94 hashivault_policy_set:
95 name: "customer-{{ item.id }}-rw"
96 rules: "{{ lookup('template', './templates/policies/customer-rw.hcl.3j2', tem
97 loop: "{{ customers }}"
. . . . 98 loop_control:
Hashicorp Vault with policies per 5 label: "L iten.nane 3
100 - name: Map customer ro policies to ldap groups
d h h 101 hashivault_write:
CUStomer, Create t roug 102 secret: '/auth/ldap/groups/customer-{{ item.id }}-readonly'’
R . 103 data:
plpellne and mapped to LDAP 104 policies: ["default","customer-{{ item.id }}-ro"]
105 update: yes
106 loop: "{{ customers }}"
g ro u pS 107 loop_control:
108 label: "{{ item.name }}"
109 - name: Map customer rw policies to ldap groups
110 hashivault_write:
111 secret: '/auth/ldap/groups/customer-{{ item.id }}-readwrite'’
master v ansible / azure / vault / templates / policies 112 data:
113 policies: ["default", "customer-{{ item.id }}-rw"]
Name Last con s Update: yes
115 loop: "{{ customers }}"
116 loop_control:
117 label: "{{ item.name }}"
. . 118 - name: Map customer manage policies to ldap groups
[5 admin.hcl.j2 allow adi 119 hashivault_write:
120 secret: '/auth/ldap/groups/customer-{{ item.id }}-manage'
[5 customer-ro.hcl.j2 strip spa 121 data:
122 policies: ["default", "customer-{{ item.id }}-rw"]
[5 customer-rw.hcl.j2 strip spa 123 update: yes
124 loop: "{{ customers }}"
125 loop_control:
126 label: "{{ item.name }}"

127 - name: Enable audit logs



master v

SECURE
SELF SERVICE

Wireguard VPN configuration based on
metadata users

master v metadata / users.yml

B users.yml [ 29.02KiB

users:
- login: rvalkenaers
first_name: Rien
surname: Valkenaers
sshpubkey:
rien.valkenaers@kangaroot.net: ssh-ed25519 AAAAC3NzaC1l1ZDIINTESAAAAIBzcW71Cukmé6PgYyvZodNV1lgvxY5zaW
vpn:
public_key: 2pXGTnyIHmlytopDBn168c745Hnzyu/o+UDkhvu5ilc=
ip: 172.20.2.10/32
11 - login: rdesmet
12 first_name: Ruben
13 surname: de Smet
14 sshpubkey:
15 ruben@kangaroot.net: ssh-ed25519 AAAAC3NzaCll1ZDIINTESAAAAIFYOH2rVuzSqvFFLiESpj01cMu87QrMH63hnAHZ2B
16 cardno000611517510: ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDi35FCu0/KNC6T4HAFZ5rRi+YcSLRaTx1DX2WMNe
17 vpn:
18 public_key: Nmvr/dUMnQTKIWOLgFcyD6LO9wcD93AQX6FYVak3DGM=
19 ip: 172.20.2.11/32
20 - login: pdens
21 first_name:
29 clrirname *

O 00 N1 0N U1 NN

[
o

Peter

Nenc

5 wgO.conf.j2 [} 1.29KiB

VO 00NN DN

JEY
o

11

wireguard-docker / templates / wgO0.conf.j2 |

[Interfacel

Address = {{ wireguard_docker.address }}
PrivateKey = {{ wireguard_docker.private_key }}
ListenPort = {{ wireguard_docker.port }}

{% if wireguard_docker.forward_traffic == true %}

PostUp = iptables -A FORWARD -i %i -j ACCEPT; iptables -A FORWARD -o %i -j ACCEPT; iptab
PostDown = iptables -D FORWARD -i %i -j ACCEPT; iptables -D FORWARD -o %i -j ACCEPT; iptab
{% endif %}

{% for peer in wireguard_docker.peers %}
# {{ peer.name }}

[Peer]

PublicKey = {{ peer.public_key }}
AllowedIPs = {{ peer.ip }}

{% endfor %}

{% if users and users | length > 0 %}

{% for peer in users %}

{% if not 'state' in peer or peer.state == 'enabled' %}

# {{ peer.login }}

[Peer]

PublicKey = {{ peer.vpn.public_key }}

AllowedIPs = {{ peer.vpn.ip }}

{% if 'vpn' in peer and 'mobile_ip' in peer.vpn and 'mobile_public_key' in peer.vpn %}
{% if (peer.vpn.mobile_ip !'= None and peer.vpn.mobile_ip != '') and (peer.vpn.mobile_publi
# {{ peer.login }} mobile

[Peer]

PublicKey = {{ peer.vpn.mobile_public_key }}

AllowedIPs = {{ peer.vpn.mobile_ip }}

{% endif %}
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g\ Yorben Caplier @ycaplier
-o- Pushed to branch master
509146d1 - Add ycaplier to - nyml

‘ Sven Meeus @smeeus
-0- Pushed to branch master

ff697b0c - Add smeeus

GIT: ChangelogS, pUII req UeStS and merge "z Matthias Vandegaer @mvandegaer

-0- Pushed to branch master

rEVi eWS 27874286 - Add new customer

S%=- Thomas Brijs @tbrijs

addmg the new customer -o- Pushed to branch master
Merged Joao Ricardo Zézimo Serras requested to merge [%% into ter 5 months ago "
L a 9 master g 9acbdeld - add tbrijs to
Overview 0 Commits 1 Pipelines 0 Changes 1 Add a to do

"z Matthias Vandegaer @mvandegaer

: Assi Edit L ad
0 ¥o ©® ssignee : - Pushed to branch master
6 Jodo Ricardo Zézimo Serras

f75cé614f - temporary rsa key. Gitlab seems to really not want users without a ...

v A d by S5
8 pproved by 7z M Reviewer Edit
Matthias Vandegaer 00 "z Matthias Vandegaer @mvandegaer
3 i -pi £ 2
% Merged by #* Matthias Vandegaer 5 months ago Revert  Cherry-pick A o Pushed to branch master
Labels Edit
Merge details None 0609bba4 - add jvanmeel so gitlab is ready
« Changes merged into master with 8f4913d8.
« Deleted the source branch. Milestone Edit
None @ Ruben Capota @rcapota
-0- Pushed to branch master
@ Pipeline #2622 passed o-0 Time tracki & +
Ime trackin . i i
Pipeline passed for BF49138 on master 5 months ago 9 a8f5a5c6 - gave myself manage access to the customers listed in the VPN checks

No estimate or time spent

ACtIVIty Allactivity v | 1= 2 Participants

=X

¢ Jodo Ricardo Zézimo Serras requested review from @mvandegaer 5 months ago K2
¢ Jodao Ricardo Z6zimo Serras assigned to @jserras 5 months ago

v Matthias Vandegaer approved this merge request 5 months ago



AUDIT LOGGING
TRACEABILITY

Hashicorp vault: audit logs and ACL for
sensitive data

d 1:_:”17:“»];
12764800, "token

SstTem -‘_ /R

:2764

label: "{{ item.name }}"
- name: Map customer manage policies to ldap gro
hashivault_write:
secret: '/auth/ldap/groups/customer-{{ item.
data:
policies: ["default", "customer-{{ item.id
update: yes
loop: "{{ customers }}"
loop_control:
label: "{{ item.name }}"
- name: Enable audit logs
hashivault_audit_enable:
name: "file"
options:
file_path: /vault/logs/audit.log




IMPLEMENTATION

How does it all fit together? v1

For master

€0 10 Jobs (¥ 5 minutes 19 seconds, queued for 4 seconds

Pipeline Needs Jobs 10 Tests 0

lint check deploy

® lint = @ check_gitlab Y, @ deploy_gitlab
® lint_gitlab = ® check_ipa = ® deploy_ipa
® lint_ipa o ® check_vault ) ® deploy_vault

@ lintvault <

Q

Q

Q



IMPLEMENTATION

How does it all fit together? v2

€0 8 Jobs (¥ 30 minutes 59 seconds, queued for 2 seconds

Pipeline Needs Jobs 8 Tests 0

Group jobs by | Stage | Job dependencies

Upstream lint
metadata @ dgitlab_Llint
< #2418
Multi-project

ipa_lint

metadata_check

O 0 ©

vault_lint

Q

Q

Q

deploy

@ gitlab_config

® ipa_config

@ vault_config



IMPLEMENTATION

How does it all fit together? v3a

€0 7 Jobs (¥ 3 minutes 36 seconds, queued for 3 seconds

Pipeline Needs Jobs 7 Tests 0

Group jobs by | Stage | Job dependencies

Upstream lint
metadata itlab_Llint
< #2439 & giab.
Multi-project

ipa_lint

metadata_check_upstream

vault_Llint

O 0 ©

Q

Q

Q

deploy

@ Jqitlab_config_upstream

@ ipa_config_upstream

@ vault_config_upstream



IMPLEMENTATION

How does it all fit together? v3b

€0 11 Jobs () 7 minutes 1 second, queued for 5 seconds

Pipeline Needs Jobs 11 Failed Jobs 1 Tests 0

Group jobs by | Stage | Job dependencies

Upstream lint
metadata @ gitlab_lint
< #2737
Multi-project
ipa_lint
lint

metadata_check

metadata_check_upstream

0O 0 0 © ©

vault_lint

Q

Q

Q

Q

Q

Q

check

@ mgmt_check

deploy

(V]

o
©
o

gitlab_config_upstream

ipa_config_upstream

mgmt_deploy

vault_config_upstream

Q

Q

Q

Q



CONCLUSION

Thinking outside the box when it comes to open
source tools can help you introduce structure
and automation.

This empowers your employees to do their job,
while ensuring they do things the right way.
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WORKSHOP 2

Ansible Automation Tech Tribes

Workshop It Conference!
5% of Nov 21t of Nov

Join #teamkanga in Antwerp for a day
of inspiring talks & sessions!
Incl. keynotes of Erwin Verstraelen
(CIO Port of Antwerp - Bruges),
Laila Bougria & Eli Holderness!

@ngareot

Linux & Open Source Solutions

Looking for a hands-on
Ansible Workshop?
Join us in Leuven on November 5th!

Register for free —




