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INTRODUCTION

25 years of service; we need continuous 
improvement and scaling to enable 
automation of our consultancy business. 

What better than to eat our own dogfood and 
apply DevOps principles?
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PROBLEM AND 
REQUIREMENTS

Problem: onboarding and offboarding engineers, 
customers in a secure and efficient way. 

Requirements: 
- Automation and integration with ever-changing 

and variable infrastructure 
- Self-service 
- Audit logging / traceability 
- Secure



TOOLS

- YAML: data model 
- Ansible: automation 
- Wireguard: network access 
- IPA: central authentication 
- GitLab: version-controlled document store and pipelines 
- HashiCorp Vault: secret management 
- SSO (future): Keycloak 



SOLUTION 
ARCHITECTURE



METADATA



REQUIREMENTS

- Automation and integration with ever-changing 
and variable infrastructure 

- Self-service 
- Audit logging / traceability 
- Secure



AUTOMATION

Ansible + Docker APIs, 3rd party  
libraries, link it all together



AUTOMATION

Bootstrap documentation



AUTOMATION

Provision GitLab



REQUIREMENTS

- Automation and integration with ever-changing 
and variable infrastructure 

- Self-service 
- Audit logging / traceability 
- Secure



SECURITY

- Never put secrets in GIT 
- Hashicorp Vault + GitLab + IPA integration  
- VPN/Firewall sensitive services (or zero-trust...) 
- Trust, but verify (audit logs for giving yourself 

permissions)



SECURE 
SELF SERVICE

Centralised authentication and 
authorisation with 2FA in FreeIPA



SECURE 
SELF SERVICE

Hashicorp Vault with policies per 
customer, created through 
pipeline and mapped to LDAP 
groups 



SECURE 
SELF SERVICE

Wireguard VPN configuration based on 
metadata users



REQUIREMENTS

- Automation and integration with ever-changing 
and variable infrastructure 

- Self-service 
- Audit logging / traceability 
- Secure



AUDIT LOGGING 
TRACEABILITY

GIT: changelogs, pull requests and merge 
reviews



AUDIT LOGGING 
TRACEABILITY

Hashicorp vault: audit logs and ACL for 
sensitive data



IMPLEMENTATION

How does it all fit together? v1



IMPLEMENTATION

How does it all fit together? v2



IMPLEMENTATION

How does it all fit together? v3a



IMPLEMENTATION

How does it all fit together? v3b



CONCLUSION

Thinking outside the box when it comes to open 
source tools can help you introduce structure 
and automation.  

This empowers your employees to do their job, 
while ensuring they do things the right way.



Questions? 

Thank you ! 


