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Key security focus areas

Shift security left

Secure supply chain

Extend scanning and compliance 
into development 

Cloud security posture 
management (CSPM)

       Secure infrastructure

Leverage built-in Kubernetes 
CSPM to identify and 
remediate risky configurations

Cloud workload 
protection (CWPP)

Secure workloads

Maintain and enforce a 
“zero-trust execution” approach 
to workload protection
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Open Source Software lifecycle security



Bezpieczeństwo 
projektów open source i 
produktów Red Hat



From Open Source Community Project To Enterprise Product
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projects

Project 
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Platform 
component 
engineering & 
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engineering team
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Open Source Development vs Distribution Model

SOURCE
CODE 

REBASE



Not vulnerable due to backporting
Security value of backports from Red Hat vs grabbing from upstream

Important OpenSSL

Vulnerability was introduced 

in OpenSSL version 1.1.1d 

which we did not ship

CVE-2020-1967

Important kernel

Vulnerable upstream code 

was not introduced in any 

version we shipped.

CVE-2020-8835

Important kernel

Vulnerable upstream code 

was not introduced in any 

version we shipped.

CVE-2021-20226

Critical libgcrypt

Vulnerability was introduced 

in libgcrypt version 1.9.0 which 

we did not ship 

CVE-2021-3345

Small data sample; there are many more examples where we did not take an upstream version or upstream patches due to our backporting policy.

The Value of Red Hat backporting policy:
● We don’t require customers to upgrade to newest version but we backport patches to older versions
● We don’t ship newest upstream versions hence we avoid being vulnerable to many CVE
● Less frequent upgrades

https://access.redhat.com/security/cve/CVE-2020-1967
https://access.redhat.com/security/cve/CVE-2020-8835
https://access.redhat.com/security/cve/CVE-2021-20226
https://access.redhat.com/security/cve/CVE-2021-3345


Red Hat offers authoritative security guidance 
and certifications
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Address security concerns with Red Hat’s dedicated Product 
Security team that monitors, identifies, & addresses risks 
quickly. 

Receive security patches (that Red Hat has created, tested, 
& delivered) for all versions of Red Hat products during their 
supported life cycles.

Maintain compliance because Red Hat’s products meet 
government & commercial security standards. 

https://access.redhat.com/security/

https://access.redhat.com/security/


Customer security awareness workflow
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Identify security 
vulnerability

Triage the impact of 
the threat 

Investigate 
the issue

Determine the 
impact to the 
customer 
(Severity)

Work with upstream 
communities to develop 
patches (Embargoed?)

Package 
and test 
patches 

Draft documentation and 
customer 
communications

Release security advisories (RHSA)  
and communicate patches to 
customers
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The tools and expertise needed to safeguard your business
Defensive security resources

Red Hat Product Security Team

01 application programming interface (API) to automate inspection of 

the Common Vulnerabilities and Exposures (CVE) database

CVEs reported

in 2021

1596
critical security advisories  

released in 2021

46
security advisories

released in 2021

1385
CVEs addressed

in 2021

1473

Source: 2021 Red Hat Product Security risk report

https://www.redhat.com/en/resources/product-security-risk-report-detail


DevSecOps na platformie
OpenShift



Application Workloads Security

Source: https://www.tigera.io/lp/kubernetes-security-and-observability-ebook/
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https://www.tigera.io/lp/kubernetes-security-and-observability-ebook


Secure containers build and run chain

BINARY RUNTIME

CONTAINERIMAGE
build  run

Containerfile BASE IMAGE

IMAGE REGISTRY

  pull & VERIFY SIGN & push CONTINUOUS 
CVE SCAN

DEPENDENCIES SCAN
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Secure containers build and run chain

BINARY RUNTIME

CONTAINERIMAGE
podman build   podman run

Containerfile RHEL, UBI

IMAGE REGISTRY

   pull  SIGSTORE  SIGSTORE  push QUAY/ACS

CRDA
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Red Hat Universal Base Image
The image for all your needs 

➤ Based on RHEL binaries

➤ Made available at no charge by a new end user license 
agreement.

➤ Development

○ Minimal footprint (~90 to ~200MB)

○ Programming languages (Modularity & AppStreams)

○ Enables a single CI/CD chain

➤ Production

○ Supported as RHEL when running on RHEL

○ Same Performance, Security & Life cycle as RHEL

○ Can attach RHEL support subscriptions as RHEL

➤ 4 flavors : Micro, Minimal, Standard, Init

CONTAINER

OS
(USER SPACE) 

LANGUAGE RUNTIMES

APP

➤ Standardize Your own deps os image, certified & compliant

➤ freely distribute to your teams, partners and 
contractors that run image on the OS of their choice

➤ Once app built, and shipped as container in your Red Hat env: 

○ it is secure & compliant

○ your get full support back
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Source code dependencies analysis 



Manage containers with Podman 

Fast and lightweight
No daemons required

Advanced namespace isolation
Rootless operations for container run and build

Open standards compliant
Creates and maintains any standard Open 
Containers Initiative (OCI) -compliant 
containers and pods

Podman / CRIO

RunC / CRun

Kernel

Images
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An image registry contains all versions of an image

IMAGE REGISTRY

frontend:latest
frontend:2.0
frontend:1.1
frontend:1.0

mongo:latest
mongo:3.7
mongo:3.6
mongo:3.4

myregistry/frontend myregistry/mongo

IMAGEIMAGEIMAGE IMAGE
IMAGEIMAGEIMAGE   IMAGE

MULTI ARCH

 CVE

18



19

Kubernetes-native security platform

Image scanning Registries CI/CD tools DevOps notification SIEM

Build
Secure supply chain

Deploy
Secure infrastructure

Run
Secure workloads

Red Hat Advanced Cluster Security for Kubernetes

Policy engine API

AWS Security Hub

Run anywhere

▸ Public cloud

▸ Private cloud

▸ Hybrid/Multi-cloud
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Sigstore cosign

cosign
Signature 

Transparency 
Log

CERTIFICATE 
AUTHORITY

IMAGEIMAGEIMAGE IMAGE

IMAGE REGISTRY
SIGNATURE

VERIFY
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DevSecOps Application Pipeline Framework 

https://www.redhat.com/en/resources/deploy-comprehensive-devsecops-solution-overview

https://www.redhat.com/en/resources/deploy-comprehensive-devsecops-solution-overview


Pull Tekton 
pipelines and tasks

Git Event
Application

Git Repository

DevSecOps Application Delivery with OpenShift

Configs
Git Repository

Quay 
Image 

Registry

Sync Pull/Push

Release Application

     Dev(s) Test(s) Prod(s)

Advanced 
Cluster
Security

DevSecOps

Advanced Cluster 
Management 

Pull Images

C
D

C
I

Sc
al

e

Monitor & Manage Lifecycle

Compliance 
& Policy

Pull request

Code commit

CI       

CD

NIST SP 800-204C 800-190

Hybrid Cloud
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https://csrc.nist.gov/publications/detail/sp/800-204c/final
https://csrc.nist.gov/publications/detail/sp/800-190/final


Bezpieczna Platforma 
Kontenerowa



Red Hat Enterprise Linux CoreOS

kubernetes

Software Defined Network (SDN) plug-in

Project A Project B

Project C

Pod [ containers ]

Security Context Constraints
(Kubernetes Admission Controller)

Red Hat CoreOS
- Minimized attack surface 
- Controlled Immutability
- SELinux on by default
- Kernel namespaces and Cgroups
- CRI-O container runtime, Kubelet
- Auditd for host-level audit
- FIPS enablement
- RHCOS volume encryption

Red Hat Universal Base Image 
containers can leverage RHEL
FIPS capabilities

OpenShift Container Platform
- Supports different IdPs
- Built-in OAuth server
- RBAC Cluster & Project 
- API Event auditing
- Monitoring
- Logging

Kubernetes namespaces,
           SELinux, RBAC, network policies

Project

Multi tenant (Isolated) Projects

Project B with 
Service Mesh

Manage access to host

Secure Computing profile

Add / Drop Capabilities

SELinux Context

Container Security

                            Pod / Container

Network Security

Multi tenant Service Mesh

Kubernetes Network Policies

Multus

OpenShift Defense in Depth



https://access.redhat.com/security/security-updates/#/cve?q=8558&p=1&sort=cve_publicDate%20desc&rows=10&documentKind=Cve

“Customers of OpenShift have SELinux enabled in enforcing mode in every host across all clusters. 
Therefore, It is expected that customers have a reduced impact from this issue…”

“OpenShift Container Platform (OCP) includes a builtin externalIP admission plugin, which restricts the 
use of Service eternalIPs to those configured by a cluster-admin. In OCP4 all externalIP ranges are 
disabled by default.”

“CAP_NET_RAW capability disabled by default, then only a privileged user can trigger this bug..” 
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OpenShift secures against CVEs

https://access.redhat.com/security/security-updates/#/cve?q=8558&p=1&sort=cve_publicDate%20desc&rows=10&documentKind=Cve


Openshift Compliance Operator for Continuous Compliance
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=

Install, upgrade, 
reconcile, config

SummarizeObserve

2 The operator runs the 
scan for the profile against 
nodes, collect results, and 
(optionally) performs 
remeditations

3 Accreditors or Auditors 
can examine the scan 
results for compliance 
status, After review, if 
desired, remediations can 
be manually applied by the 
cluster-admin.

Describe intent 
with declarative 

config

1 A compliance profile is 
selected

Profiles available now
-- FISMA Moderate
-- CIS OCP benchmark
-- Essential 8
-- NERC-CIP
-- PCI-DSS

Profiles planned

-- DISA STIG
-- FISMA High



Wykrywanie i reagowanie 
na zagrożenia w 
działających aplikacjach
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Central security dashboard 
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Runtime threat detection & remediation
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Network communication monitoring



Demo



linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

twitter.com/RedHat

Thank you


