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@burrsutter

‘Speed Kills!’ vs. 
‘Go Fast, Go Safe’ 



@burrsutter bit.ly/teachingelephants

http://www.bbc.com/news/technology-29361794

https://www.redhat.com/en/about/videos/ikea-vs-shellshock

https://www.youtube.com/watch?v=aZA1JHMcd6I



@burrsutter

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0160
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Actually, Slow Kills!
Apache Struts 2—zero-day vulnerability
https://www.cvedetails.com/vulnerability-list/vendor_id-45/product_id-6117/version_id-152374/Apache-Struts

-2.3.15.1.html

http://blog.trendmicro.com/trendlabs-security-intelligence/chinese-underground-creates-tool-exploiting-apac
he-struts-vulnerability/

Slides from 
Feb 2017 

DevNexus



Slides from 
Feb 2017 

DevNexus



@burrsutter

"In September 2017, Equifax 
disclosed that a failure to patch one 

of its Internet servers against a 
pervasive software flaw — in a Web 

component known as Apache Struts 
— led to a breach that exposed 

personal data on 147 million 
Americans. "

KrebsonSecurity

And Then

https://www.synopsys.com/blogs/software-security/equifax-apache-struts-cve-2017-5638-vulnerability/
https://krebsonsecurity.com/2017/09/the-equifax-breach-what-you-should-know/
https://krebsonsecurity.com/2017/09/the-equifax-breach-what-you-should-know/
https://krebsonsecurity.com/2017/09/the-equifax-breach-what-you-should-know/
https://krebsonsecurity.com/2018/08/experts-urge-rapid-patching-of-struts-bug/
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May 2021
Cyber security

is
National security



December 2021
Log4Shell
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Why you need a 
trusted software 
supply chain
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Red Hat Trusted Software Supply Chain
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Software supply chain attacks: 
a matter of when, not if
Ransom paid but a mere fraction to the overall 
downtime and recovery costs of a data breach

Red Hat Trusted Software Supply Chain 

742% 45%

1 in 5

average annual increase in 
software supply chain attacks 
over the past 3 years1

of organizations worldwide 
will experience supply chain 
attacks by 20252

data breaches are due to 
a software supply chain 
compromise3

71%
YoY increase in cost 
of average ransom 
payment4

[1] State of the Software Supply Chain | [2] 7 Top Trends in Cybersecurity for 2022  | [3] Cost of a Data Breach 2022 - IBM Report | [4] Average Ransom Payment Up 71% This Year, Approaches $1 Million |

https://www.sonatype.com/state-of-the-software-supply-chain/introduction
https://www.gartner.com/en/articles/7-top-trends-in-cybersecurity-for-2022?utm_source=thenewstack&utm_medium=ebook&utm_campaign=Series11Book2
https://www.ibm.com/reports/data-breach
https://www.paloaltonetworks.com/blog/2022/06/average-ransomware-payment-update/
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First step: Adopting a DevSecOps mindset is essential
Built over an enterprise open source foundation to protect the software factory

Red Hat Trusted Software Supply Chain 

55%

78%

DevSecOps leaders agree that a culture of shared ownership between 
application development and security teams is critical1

have initiatives that increase collaboration between DevOps and Security teams2

of IT leaders point out that enterprise open source solutions are important as 
their business accelerates application workloads to the open hybrid cloud392%

[1]DevSecOps: Critical Risk Reduction Leads to Better Business Outcomes - IDC December 2021  | [2]State of Kubernetes Security Report 2022 - Red Hat Report | [3]State of Enterprise Open Source 2022 - Red Hat Report 

https://oversea-my.sharepoint.com/personal/martin_overseastrategies_com/Documents/NewOversea/_Oversea%20Clients/Narrative/Red%20Hat%20Secure%20Software%20Supply%20Chain/Talk%20Track%20-%20Red%20Hat%20Trusted%20Software%20Supply%20Chain.docx#_ftnref4
https://www.redhat.com/rhdc/managed-files/rh-devsecops-critical-risk-analyst-material-F30795-202112-en.pdf
https://www.redhat.com/rhdc/managed-files/cl-state-of-kubernetes-security-report-2022-ebook-f31209-202205-en.pdf
https://www.redhat.com/en/resources/state-of-enterprise-open-source-report-2022
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But current approaches to scale DevSecOps are falling short
94% of tech leaders say that selecting the right security tools for their DevOps teams is challenging1

Red Hat Trusted Software Supply Chain 

Overburdened with limited security 
expertise to keep pace with releases

Siloed teams lacking in integrated 
workflows, standardized security tools

Tool sprawl, context switching 
results in fragmented visibility

[1]DevSecOps: Critical Risk Reduction Leads to Better Business Outcomes - IDC December 2021

https://oversea-my.sharepoint.com/personal/martin_overseastrategies_com/Documents/NewOversea/_Oversea%20Clients/Narrative/Red%20Hat%20Secure%20Software%20Supply%20Chain/Talk%20Track%20-%20Red%20Hat%20Trusted%20Software%20Supply%20Chain.docx#_ftnref4
https://www.redhat.com/rhdc/managed-files/rh-devsecops-critical-risk-analyst-material-F30795-202112-en.pdf
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Recognize that open source software has eaten the world
Security of open source software has to be a fundamental, ongoing aspect of the SDLC

Red Hat Trusted Software Supply Chain 

[1]Better Together: DevOps and Open Source Go Hand in Hand - IDC Perspective, 2022  | [2] Open Source Security and Risk Analysis Report 2023 - Synopsys Report | [2]Open Source Security and Risk Analysis Report 
2023 

organizations are already using OSS to augment internal 
development of new applications 1

number of open source components in any given software, 
in codebases that are widely open source based2

of codebases contain open source components with no 
development activity or security fixes in two years3

2 out of 3

600est

90+%

https://oversea-my.sharepoint.com/personal/martin_overseastrategies_com/Documents/NewOversea/_Oversea%20Clients/Narrative/Red%20Hat%20Secure%20Software%20Supply%20Chain/Talk%20Track%20-%20Red%20Hat%20Trusted%20Software%20Supply%20Chain.docx#_ftnref2
https://www.idc.com/getdoc.jsp?containerId=US49098322
https://oversea-my.sharepoint.com/personal/martin_overseastrategies_com/Documents/NewOversea/_Oversea%20Clients/Narrative/Red%20Hat%20Secure%20Software%20Supply%20Chain/Talk%20Track%20-%20Red%20Hat%20Trusted%20Software%20Supply%20Chain.docx#_ftnref3
https://www.synopsys.com/content/dam/synopsys/sig-assets/reports/rep-ossra-2023.pdf
https://oversea-my.sharepoint.com/personal/martin_overseastrategies_com/Documents/NewOversea/_Oversea%20Clients/Narrative/Red%20Hat%20Secure%20Software%20Supply%20Chain/Talk%20Track%20-%20Red%20Hat%20Trusted%20Software%20Supply%20Chain.docx#_ftnref3
https://www.synopsys.com/content/dam/synopsys/sig-assets/reports/rep-ossra-2023.pdf
https://www.synopsys.com/content/dam/synopsys/sig-assets/reports/rep-ossra-2023.pdf
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Catch application releases with security vulnerabilities

▸ 3 of 5 organizations indicate their developers are 

using separate security tools2. 

▸ 65% of developers identified image scanning and 

vulnerability management as an important security 

use case3.

▸ Over half of customers surveyed insist their 

developers use validated images4.

45% say software is released 
without going through security 
checks and/or testing1.

Red Hat Trusted Software Supply Chain

[1][2] Walk the Line: GitOps and Shift Left Security - ESG Report  | [3][4]State of Kubernetes Security Report 2022 - Red Hat Report  

https://www.synopsys.com/content/dam/synopsys/sig-assets/reports/ESG-developer-security-synopsys.pdf
https://www.redhat.com/rhdc/managed-files/cl-state-of-kubernetes-security-report-2022-ebook-f31209-202205-en.pdf
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Account for all packaged components, dependencies

▸ Of the 1.2 billion dependencies downloaded each 

month, 62% had a transitive vulnerability2  

▸ 73% of organizations increased efforts to secure 

open source software only after an attack3.

▸ 60% of organizations will mandate Software Bill of 

Materials (SBOMs) by 20254

6 out of 7 project 
vulnerabilities come from 
transitive dependencies 1

Red Hat Trusted Software Supply Chain

[1][2]State of the Software Supply Chain - Sonotype Report | [3]Walk the Line: GitOps and Shift Left Security - ESG Report | [4]Gartner Report: Innovation Insight for SBOMs

https://www.sonatype.com/state-of-the-software-supply-chain/introduction
https://www.synopsys.com/content/dam/synopsys/sig-assets/reports/ESG-developer-security-synopsys.pdf
https://www.contrastsecurity.com/gartner-sbom-report?hs_preview=UOwitZhd-67580100401&hsLang=en-us
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Isolate critical alerts from the noise in real-time 

▸ Nearly 53% of respondents have experienced a 

misconfiguration incident in last 12 months2.

▸ 83% say they are experiencing an increase in IaC 

template misconfigurations3.

▸ But only 28% say they are scanning production 

environments for misconfigurations4.

57% of surveyed worry the 
most about their runtime 
phase - for Day 2 operations1

Red Hat Trusted Software Supply Chain

[1][2]State of Kubernetes Security Report 2022 - Red Hat Report | [3][4]  Walk the Line: GitOps and Shift Left Security - ESG Report 

https://www.redhat.com/rhdc/managed-files/cl-state-of-kubernetes-security-report-2022-ebook-f31209-202205-en.pdf
https://www.synopsys.com/content/dam/synopsys/sig-assets/reports/ESG-developer-security-synopsys.pdf


Flexibility and choice 
of any environment

Standardize, share and store
with centralized access controls

Code, build, and monitor to a Trusted Software Supply Chain 
Delivered as a cloud service with integrated security guardrails at every phase of the software development lifecycle
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Safeguard build 
systems early
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Secure the use of source code and transitive dependencies
Software supply chain security considerations for the software development lifecycle

Prevent & identify 
malicious code

Continuously monitor 
security at runtime

Red Hat Trusted Software Supply Chain 



Code, build, and 
monitor to a Trusted 
Software Supply 
Chain
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Red Hat Trusted Software Supply Chain
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Layered security throughout the stack and lifecycle 
Build, deploy, and run applications on top of a hybrid cloud using DevSecOps practices

EdgePublic cloudsBare metal Virtualization Private clouds

M
anagem

ent and A
utom

ation

Red Hat Trusted Software Supply Chain
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Build on Red Hat functionality 
through our security partners 
to better secure the entire 
DevOps life cycle.

▸ Increase Trust
▸ Reduce Risk  
▸ Improve Compliance
▸ Enhance Collaboration
▸ Increase Agility
▸ Improve Quality

Enhance and extend 
security functionality

Application analysis

SAST, SCA, IAST, DAST, Image risk

Identity & access management

Authn, Authz, Secrets Vault, HSM, Provenance

Compliance

Regulatory compliance, PCI-DSS, GDPR

Network controls

CNI plugins, policies, traffic controls, service mesh

Data controls

Data protection and encryption

Runtime analysis & protection

RASP, production analysis

Audit and monitoring

Logging, visibility, forensics

Remediation

SOAR, automatic resolution

                                                                             platform security

Secure host, container platform, namespace isolation, k8s and container hardening

Red Hat Trusted Software Supply Chain



▸ Learn how Red Hat Trusted Software 
Supply Chain can help: red.ht/trusted
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Sign up today

Red Hat Trusted Software Supply Chain

▸ Choose Red Hat for your trusted 
software supply chain + DevSecOps



Red Hat Trusted Software Supply Chain

Thank you
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MANAGE

ADAPT
DESIGN

BUILD

PACKAGE

DEPLOY RUN

Dev Ops

ADAPT

➢ Image scanning
➢ Host scanning
➢ Serverless scanning
➢ Configuration scanning
➢ Compliance checks, auditing, 

reporting, remediation
➢ CI/CD integration and 

automation
➢ Artifact attestation

➢ Runtime threat detection
✓ Process allowlisting
✓ Anomaly detection
✓ Policy-based detection

➢ Runtime vulnerability 
management

➢ Incident response
➢ Integrations

✓ SIEM
✓ Registries, CI/CD, runtimes, 

notification tools
➢ Feedback loop

VISIBILITY (images, deployments, network flows, processes, secrets use)

CONTAINERS AND K8S (on-premises, cloud/hybrid, edge)

POLICY-AS-CODE

Continuous security for cloud-native applications

Red Hat Advanced Cluster Security: Use Cases
Security across the entire application lifecycle


