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DevOps experience




of organizations say the cognitive
load for developers is too high

," Salesforce, Apr. 2022.


https://www.salesforce.com/news/stories/new-research-shows-how-to-keep-developers-happy-amid-the-great-resignation/
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https://docs.google.com/file/d/1Ez8VjEC5IUuf2-Mn1WmK5ighXvpC9jJd/preview

Automation

Welcoming on stage:
Craig Brandt













"Red Hat is a catalyst in the community of
customers, partners and contributors bringing the
power of open source to the enterprise.”
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e = £ lightspeed J

= aws_instance.yml @

You, 2 minutes ago | 1 author (You)

1 ==

2 - name: AWS Cloud Operations
3 hosts: localhost

4 gather_facts: false

5

6 vars:

7 instance_config:

8 tags:

9

function: cloud-ops
key_name: app-keypair
image_id: ami-016eb5d644c333cch

[y
=

12 vpc_subnet_id: subnet-0332628f89a6eb487

13 security_group: sg-01987c47fb4cdf887

14 wait: false

15 T
16 tasks:

=
~

— name: Create a key pair in us-east-1 named app-keypair
amazon.aws.ec2_key:
name: app-keypair

R
© W

® ® b &l B 7 ® v &

20 region: us-east-1
2! state: present
22 register: key result I
‘gﬂ 23
24 — name: Create a t3.medium instance called summit-connect-@1 using instance_config var You, 2 minutes ago = initial



https://docs.google.com/file/d/1TwKgZjz5sFuT9MefGB9e_OswReQmpY_d/preview

Red Hat
Ansible Automation
Platform

Event-Driven
Ansible
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Focus on tackling
new challenges
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https://docs.google.com/file/d/1CrlmwxZ2hIqRa36itGTqa2jU5uN7BYPk/preview

By 2027, Al automation will improve key
service-level objectives and reduce
manual operations intervention by

O

010101

Source:

Turner, Mary Johnston. “IDC FutureScape: Worldwide Future of Digital Infrastructure 2023 Predictions.” IDC, Dec. 2022.
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Systems Vulnerability Advisor recommendations
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Red Hat recommends addressing these CVEs with high priority due to heightened risk

O incidents detected

Problematic conditions that cause an issue have

associated with these security issues

System Configuration

been actively detected on your systems
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https://docs.google.com/file/d/15z6bZCl9qGa__Kpsn7mhpwNWYOuLnuDx/preview
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‘ Red Hat

Altogether More Human:
Weaving empathy into platforms, cultures, and
customer connections




‘ Red Hat

Altogether More Human: Weaving empathy into
platforms, cultures, and customer connections
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Thank you

m linkedin.com/company/red-hat

facebook.com/redhatinc

twitter.com/RedHat

E youtube.com/user/RedHatVideos







Reality of enterprise IT environments
Mixed infrastructure environments, diverse app portfolios, & limited automation

Infrastructure Applications
Bare metal  Virtualization Edge Al/ML Analytics
N - -
Private cloud  Public cloud Cloud-native & Java™
microservices
ISV

Serverless

.Net

People & processes

2

Developer Pipeline & People &
tools processes policies
The right
skills



O

return on investment over 5 years

@ 10 months $ US$21.6 million
to payback higher revenue per year per organization
| 54% @ VAV
— lower 5-year cost of operations o less unplanned downtime
|_ more new features per year BB  more efficient IT infrastructure teams
20%

A
-
v

higher application developer productivity

Source:

IDC White Paper, sponsored by Red Hat, " ;" doc # US47539121, March 2021.


https://www.redhat.com/rhdc/managed-files/cl-idc-business-value-openshift-analyst-material-f28051-202104-en_1.pdf

Red Hat open hybrid cloud

AppDev DevOps  Automation Security Ecosystem

@ 0 0O @

Al/ML Analytics Serverless Cloud-native Java™ Net ISV

Open hybrid cloud
Physical Private cloud Public cloud Edge




Infra/Edge experience

Title:
e Scaling Infrastructure with Intelligence: From DataCenter to Cloud to Edge

Abstract: Red Hat is enabling Infrastructure teams to better scale RHEL across Data
Center, Cloud and Edge, as well as highlight new Al integration into RHEL Insights. Will
also highlight new Edge work that we're delivering with key ecosystem partners.




Which hybrid cloud outcomes would
help you deliver digital differentiation?

o B

S

Deliver innovative Architect a Manage and Put digital Adopt new
applications faster stable and automate across transformation global delivery
security-focused hybrid cloud into practice models
hybrid cloud and edge
foundation
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Red Hat open hybrid cloud

AppDev DevOps  Automation Security Ecosystem

@ 0 0O @

Al/ML Analytics Serverless Cloud-native Java™ Net ISV

Open hybrid cloud
Physical Private cloud Public cloud Edge







Red Hat Al architecture

Built on open hybrid cloud technologies

ModelDev AlOps Automation Security Ecosystem

Red Hat Al architecture

o) 83 -

Model development Model training Life cycle management Collaboration

Open hybrid cloud
a a =
Physical Virtual Private cloud Public cloud Edge



Red Hat Al architecture

Built on open hybrid cloud technologies

ModelDev AlOps Automation Security Ecosystem

Red Hat Al architecture

A g3 -

Model development Model training Life cycle management Collaboration

Open hybrid cloud

Red Hat A Red Hat Ansible Red Hat
bV~ Enterprise Linux Automation Platform OpensShift
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Automation experience

Title:

e Simplifying Complexity: Unleashing the New Powers of Ansible Automation

Abstract: Red Hat is we're enabling Infra/Ops teams (or "Platform Engineering teams")
to bring the power of Al to Ansible automation, through the power of Generative Al, and
new Event-Driven Ansible workflows.
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By 2027, Al automation will improve key
service-level objectives and reduce
manual operations intervention by

O

010101

Source:

Turner, Mary Johnston. “IDC FutureScape: Worldwide Future of Digital Infrastructure 2023 Predictions.” IDC, Dec. 2022.



"Red Hat is a catalyst in the community of
customers, partners and contributors bringing the
power of open source to the enterprise.”



RedHat .
Summit

Connect

Security experience




Security experience

Title:

e Securing the Foundation: Unleashing the Power of Cloud and Secure Software
Supply Chains

Abstract: Red Hat is we enable Trusted Software Supply Chain across all Red Hat
solutions, including new announcements around our work with SigStore, and
cloud-enabled Red Hat Advanced Cluster Security (ACS).




acs.rhcloud.com,

RedHat

= Advanced Cluster Security
for Kubernetes

Dashboard

Network Graph 2.0 preview

Dashboard

Review security metrics across all or select resources

Network Graph (1.0)

Violations

253 policy violations by severity Images at most risk Q-
Compliance

120 74 20 Images Risk priority  Critical CVEs Important CVEs
. R e d Hat NkTarABY Mansoeiment C ' '

v
Configuration Management Us4 "
Advanced Cluster .
. o Risk Most recent violations with critical severity : )
Security Cloud Service o i ; .- {
Platform Configuration 9 ° S = s Os¢ fix
U 0 )dshe . ; Dot fixat
Deployments at most risk 144 Aging images Q-

Deployment Resource location Risk priority




Mitigate risk







“8th Annual State of the Software Supply Chain.” Sonatype, Oct. 2022.



Big challenge

e Complying with standards
e [Xisting toolchain not designed to
provide provenance and attestation







Editable text

CVE-2023-14801
O CVE-2025-9881
O CVE-2031-12544
& CVE-2023-22019

CVE-2030-6190

. isted CVEs

associated with this

e

application







® Atoolthat automates how
components are digitally signed

S i g Sto re and checked

& Trace software back to the source
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