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Businesses are Driving Strategic Initiatives

with Numerous Constraints

Initiatives

Transform
Operate in new ways, engage new customers, and
deliver exceptional experiences.

Grow
Automate to protect existing revenue and innovate
to develop new revenue streams.

Manage Risk
Secure everything and maintain compliance across
diverse locations, systems, hetworks, and apps.

Constraints

Budget
Do more with less, focus on cost control, squeeze as
much out of existing systems as possible.

Staffing
Address skills gaps and lack of specialized training
that are barriers to transformation and growth.

Time

Accelerate development under economic and
competitive pressure.
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Siloed Operating Models and Tools
Just Can’t Keep Up

Why? What's Needed?
. Too Slow . Adopt a DevOps culture
. Too Complicated . Implement a Cloud Platform
. Too Expensive . Focus on Automation
Not Enough Skilled Talent . Establish Best Practices
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Common challenges in adopting a DevOps culture

Resistance to Change

Employees familiar to traditional processes may resist adopting new
o e e S e s e DevOps practices especially in Operations. This resistance can manifest
change can be minimized to make it sustainable in reluctance to learn new skills or collaborate across teams.

Legacy Systems and Technical Debt Outdated systems can complicate automation and create obstacles

v o e e e e adopting DevOps, especially when transformation costs are high.

transition

Communication Gaps . L .
P Effective communication is critical for DevOps success, silos between

Working in team on procedures, prevent internal development and operations often lead to misunderstandings.
conflicts

Too Many Tool . : . -
il AL Integrating multiple tools during the DevOps transition from the

It's important to start with essential tools based on beginning can be overwhelming and inefficient
immediate goals and gradually expand, ensuring ’

team members are trained for effective use

Manual processes slow development and increase errors. Implementing
automation and self-service options, particularly in continuous
integration and deployment, is vital for accelerating the development
lifecycle and enhancing consistency.
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Research Says that Organizations Want
One Place to Manage Everything:
A Consistent Cloud Operating Model

74% 94%

of IT teams are expected to leverage more say they'd benefit from having a single,
than one IT infrastructure in the next 1-3 unified place to manage applications and
years, including a mix of private and public data across diverse environments

clouds, multiple public clouds, or an
on-premises datacenter along with a
hosted datacenter

5th Annual Nutanix Enterprise Cloud Index Report, April 2023



Cloud Platforms give fully Self-Service Experience

End User Layer
(Service Catalog and
Cost Control)

!

Cloud Management Layer
(Monitoring, Self Service,

L Marketplace, Orchestrator)

!

VM
Services

Cloud Native

-

Containers
Services

Cloud Native

Openshift

Cloud Infrastructure Layer
(HW, VPC, Templates, Load
Balancers, Security Group)

|

Storage
Services

Cloud Native

Volumes
Files
Objects

Database
Services

Cloud Native

Oracle DB

Mongo DB

PostgreSQL
Others

Platform
and Apps

Cloud Native

Desktop
Al Platform

Others




The Nutanix Cloud Platform

for legacy applications, modern applications and Al-driven applications

]

Nutanix Al Service

Nutanix Storage as a Service

Nutanix Database as a Service

K8s Platforms Supported for Hybrid Cloud
)( GOPENSHIFT 0 AmazonEKS .:.-. AKS A

Anthos

Data Protection Disaster Recovery Data Mobility

{ Nutanix Software HCI Infrastructure ]

Nutanix Cloud Management
(observability, cost control and self service)

(different hardware vendors, different hypervisors, different clouds)
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Automation is the key to simplify DevOps adoption

DEVELOPMENT OPERATIONS

? ¢ C(}[:
8 8 Operations teams

Developer teams need should leverage existing

self-service capabilities - Innovation skills and knowledges to

to accelerate the - Time to Market effectively manage

transition from coding - Reliability emerging technologies
to production by enhancing d : : .
: collaboration, reducing andad navigate increasing

bottlenecks and not complexity.
increasing costs




The Rise of Opensource Relational DB and NoSQL DB

Modern applications are driving the adoption of Top-rated databases in 2024
specialized, primarily open-source database technologies.

Business-critical applications demand complex ab sl bl i Mt
architectures that require advanced skills, which are often Databases

hard to find in the market.

PostgreSQL

What Are the Main Support Challenges for the Open Source Data MySQL
Technologies You Are Using? sQLite

Microsoft SQL Server

Installation, upgrades, and configuration issues _ 52.21 MongoDB
Keeping up with updates and patches _ 47.15 Redis
Personne| experience and proficiency 46.07 MariaDB

Scalability issues 44.22 Elasticsearch
2 = Oracle

Distributed computing 35.91
Dynamodb

Backups and recovery _ 34.42
Firebase Realtime Database

Crashes or going offline 24.16
Cloud Firestore

N h 23.

ot enough personnel 3.98 BigQuery
Lack of documentation 17.89 Microsoft Access

Source: https://www.openlogic.com/resources/2022-open-source-report
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Nutanix Database Service (NDB)

kubernetes Developer/End User Self Service
OOPENSHIFT
&2 NUTANIX API GUI CLI
.=’Terraform . =
Nutanix Database Automation Platform

QANSIBLE

) NUTANIDX

ORACLE % QMongoDB. OO My R ’J

Microsoft

SQLServer PostgreSQL EDB MariaDB

Provisioning | Native HA | Patching | Scaling | Cloning | Data Protection & Fast Restore

Nutanix HCI

Private Cloud | Public Cloud | Edge | MSPs/Colocation

n



12

The 4 Essential requirements to mitigate security risks on your

Data Encryption

Encrypting data is crucial for
security. Works at Virtual Machine
(VM) and at Database engine-level.
Use robust key management
systems for cloud native services
without VM-level access

Network Segmentation

It adds a necessary layer of defense
against vulnerabilities exposed by
port-scanning techniques, restricting
lateral (east-west) movement of
threats. Access rules should adhere to
a least-privilege principle, ensuring
that only authorized users or
processes can access sensitive data.

Modern Apps Data

Compliance
&
Security

Regular Patching

Consistent patching for databases
and operating systems is critical for
mitigating both new and known
vulnerabilities. Many IT teams
struggle with this due to time and
resource constraints. Automation
can simplify and accelerate the
patching process, ensuring
continuous protection.

Certified Golden Images
While widely used for IT
infrastructure, this approach often
faces challenges when applied to
database deployment, as manual
hardening steps by Database
Administrators (DBASs) are required.
Automation can extend the benefits
to databases ensuring security at
every stage of development..
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Enterprise Cloud Native Al/ML Analytics Databases Nutanix Application

Apps Apps Guest Tools Workloads

Red Hat OpenShift

Containers Nutanix CSI Operator
Red Hat Enterprise Linux

Red Hat Enterprise Linux Red Hat Enterprise Linux CoreOS Nutanix

CSl driver

NUTANID< Cloud Platform

Database Services

Red Hat Ansible
Automation Platform

— [
Hyperconverged Software(AOS) y Nutanix Certified
nfrastructure :
Hypervisor (AHV, vmWare) - Content Collection
Code
Private Cloud Public Clouds/aaS MSP/Telcos

https://www.nutanix.com/content/dam/nutanix/resources/solution-briefs/sb-red-hat.pdf
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