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Comprehensive Log Collection

®
Comprehensive Metric »
Collection 3

C

Comprehensive Tracing
Collection

Comprehensive Dependency
Collection

Comprehensive Relating :
of Logs, Metrics, and -]
Dependencies

Automated and Instant
Instrumentation

High Cardinality Analytics q )

Dependency Map and Al
Based Root Cause

® - Strongly Differentiated Capability
& — Differentiated Capability

2022 Magic Quadrant™ for
Application Performance
Monitoring and Observability

Gartner ® recognizes Instana an IBM Company as a
LEADER in the Magic Quadrant™
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Ranking the Observability Offerings

D >
D ® [ J
| < D
(® D »
=)
O > <

&

(D - Average Value
® — Less Value than Normal

an IBM Company

W

§ » < @)

§ 9

< »
@ @
@ ™
® (™
2]

) )

>
>

~
\/

D > ® ‘ > ® ® O O

() — Feature or Benefit not Present

INSTANA

Automatic End-to-End Observability

Machine Learning-driven Instant Application Insights for Dev,
Ops, SRE, and Security

Gartner
peerinsights

customers’

choice
2021

THECHANNELCO

CRN

Products &

YEAR
2021




a
b 5
o :

x left;
.KOD:

w
W
t

o
o

y=
X = settings.acex:
3y = settings.accy;
Loheight(

o MtUiage. et

f/it
t.appeared =

te a modifl
modifiedFn
t.appeared =

pr ed
{settings-one) {




BACKEND

RedHat .
Summit




Ubern

Q Auto Discovery

-1 Communication

etes

2010 - Present Day

= Tm R
6?., )# - ‘\\(\Lr\f
ey

lr/s- , » \ e ."
; ’37 a “qum?® &Y=k E

g

Microservices Highly decoupled



Installing Instana Agents

Search... Q

PLATFORM

aws AWS

A\ Azure

{) Google Cloud
@& Docker

Kubernetes

€5 openshift

(!) Cloud Foundry and
< BOSH

©) VMware Tanzu
0Ss

@& macos

@ Unix

23 Windows
INTEGRATIONS

i®M |IBM

Linux
Te(;hn()l()gy Automatic Installation (One-liner) v
Agent mode Agent runtime Installation mode

© Dynamic © Azul Zulu 1.8 © Interactive

O Static O Eclipse OpenJ9 11 O Silent
(] Install and start as service (only supported for SystemD-based systems)

#1/bin/bash

curl -o setup agent.sh https://setup.instana.io/agent && chmod 700 ./setup_agen
-t dynamic -e instana.lab.cloudpak.site:1444

Supported Operating Systems

» Ubuntu Linux (14.04 / 16.04 / 18.04 / 20.04)
« CentOS (6/7/8)

» Debian (9/10)

» Suse Linux Enterprise Server (SLES) (12)

« Redhat Enterprise Linux (RHEL) (6 /7 [ 8)

e Amazon Linux (1/2)

Need a colleague to install the Instana agent?

Help & Support

» Supported technologies

Last Updated: 2022-11-01

Explore the ecosystem of hundreds of supported technologies.



. ] Nov 08
& vader-datapower.coc-ibm.com 15 Dstseouer Appiisnce =} O [ast hour Live
Upstream / Downstream ~
& gke-demo-us-cluster-pool-1f2519fe-Oru2.c. -vertex-158106.internal 151 oatarower Asplance ~
9 peppy CPU Usage Memory Usage
Appliance Name 0, 0,
T 13% 19%
Status
Up
System ~ Firmware Version
CPU Usage Mer 106.10.030 Status Summary Search_ Q
os .
Linux 5.10.127+ (amd64) 2 3 % 1 Ny
Work List T Quiesced Domains Inactive Objects
cpPu
4 X Intel Xeon & 2.30GHz 1 0 29
Memory
14,65 GiB
CPU Usag ’ Ioadef‘py Python App
Max Open Files
1,535,148 @ User @) : System Load
Hostname 100% WONOISSUSRY T Stack v Upstream | {
gke-demo-us-cluster-pooi-1f2519fe-Oru2 @ System Load
FQDN Python ~ o
gke-demo-us-cluster-pool-112519fe-0ru2.c.peppy
~vertex-158106.internal GC.
Machine 1D WA oadecoy ‘
356 e e @ Col
s I M ormen 0
34e96a5¢-0bc2-4147-8d2e-clabe718c88d Runtime Version 42[3952 21J'4~|2 Ilvl"Jvll 2|v644 12 Zl&".l»l? 22 ‘J‘ 12 22 0‘9 2 22»1'&'2 ZZJ'?JI 22 2'“2 22 2'9 2 12—3.0 12 ZZ-SIJZ.
3710 (default, Apr 10 2021, 16:02:26) [GCC 8.3.0] o
System ID
GooaleCloud. AICCOAY Architecture
69356 B4bit
Started At it Process ID — CPU Usage
2022-11-08, 17:05:38 (11h 32m) Individual cozs ovan
Activation Method @® CPU Usage
Manual y
Interfaces {2) ~ cPu faic
Instana Package Verslon
v cpur ¥
GCE Instance v
v P (s "
EPU2: Londegeciuons 5 Threads Time Spent
Kubemetes v
Vv CPU3 genices v @ Alive Threads @ Dummy Threads @ Daemon Threads @ InUser Mode @ In System Mode
@ Docker Containers {10) v 4 0.1800ms
v CPU4
Ry
RTINS YU 1 VI W TR VR S rene W T ) .
(LT YRR YRR VLT S VI T P ey W e e e
1 1% X 1 ) 7RISR ¢ - 0
3‘1133'!6 2t 4'8'!6 2 5‘8‘!6 22‘0’8 186 22 llﬂilﬁ 22 ?‘3 16 22 3!"5‘ IE‘L‘J::E 21:486 215816 22 Dll-ﬁ ?2‘1.8"6 22 ZIB % 22:3816
ov
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NET CLOJURE JAVA
KOTLIN PHP PYTHON

SCALA NGINX NODE.JS
RUBY (...)

NET CRYSTAL GO
HASKEL JAVA NODE PHP

PYTHON RUBY
TRACEWEBSDK

OPEN TELEMETRY, OPEN
TRACING, OPEN
CENSUS, JAEGER, ZIPKIN



@ None v

s
oZa 5 v N - 5 - ?
=

& gke-demo-us-cluster-pool-1f2519fe-mu3a.c.peppy-vertex-158106.internal Hest kes-demo

Lie ; Stack 2o Upstream / Downstream ~

13 @
Q St &o Application & Kubernetes @ Infrastructure
stem
= o0s Part of 3 Applications
Linux 5.10.133+ (amd6¢
3. 1 Calls Erroneous Calls
CcPU &a  All Services 58,115 692
4 x Intel Xeon @ 2.30G! .
Memory Qo Calls Erroneous Calls
14.65 GIB &2 Robot'Shop All Calls 122,953 1,892
Max Open Files
1,635,149 ﬁgc‘a Robot Sh Calle Freananiie Malle
Hostname

gke-demo-us-cluster-g
Provides 12 Service:

FQDN
gke-demo-us-cluster-g m

@ y-vertex-158106.intern, nginx-we
. ® - - - o discount

bl 2 a8 100.00%
7l ms X
nginx-web Ca?64926675c463cd247 @ catalogu -
J

Boot ID
cd4a3804-9da5-4900 g 2 78ms 100.00%
System ID é‘ shipping loyalty-program-container discount HTTP
Soopieciotid-d040268 30 216ms 0.00% 262,034 118ms 472%

(S userHTTI discountdb
Started At - ) )
2022-10-02, 18:01:24 ( 255,487 104ms 2.04%

PP +1 ratings | @ cotelogue-demo

Interfaces (2) 262,609 " 123ﬁ1$ 471%

@@ payment

GCE Instance
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&% robot-shop with frontend ® X oatcas T | ¥ P

f Stack ¥ ’-"gf” Upstream [ Downstream ¥ >+ Analyze Calls @ Time Shift: Off :- InboundCalls ®@ ¥

Summary Dependencies Services Error M je: Log M: Infrastructure

Calls €, Erroneous Calls S Mean Latency €,

71 7,71 9 1 3,355 1.86% of all calls 59ms 28ms for 90th

Calls Call count Erroneous Call Rate Latency Distribution

®1XX @ 2XX @ 3XX @ 4XX @ 5XX @ Other @ Erroneous Call Rate @ 50th @ 90th @ 95th @ 99th Max Mean
20,000 9.40% 6s
07:30:00 13:30:00 19:30:00 01:30:00 07:30:00 07:30:00 13:30:00 19:30:00 01:30:00 07:30:00 ’07130:00 13:3:::00 19:3:);00 01:3;):00 07430:00'
Mar 29 Mar 30 Mar 29 Mar 30 Mar 29 Mar 30
14 4 £ 4 4 14 4 b4 b4 E 4 v 7 4 4 4 £4 4 £ 4
Infrastructure Issues & Changes Top Services Calls  Erroneous Calls Processing Time
® Infralssues @ Offline ~ Online  Changes eum-frontend 426ms @ Self @ Database @ Http @ Messaging
18 dispatch 126ms Z2ome
——— BE B B BE B - discount 91ms
shipping 53ms

07:30:00 13:30:00 19:30:00 01:30:00 07:30:00
Mar 29 Mar 30




&% Robot Shop

°-g-° Upstream [ Downstream ~ =« Analyze Calls

Summary Dependencies Services Error M ge Log M ge Infrastructure Smart Alerts
Services

Name Types Technologies Endpoints Calls ¥
© nginx-web HTTP ® Nginx 7 U 61,190
© dispatch MESSAGING B Go 1 M 1,898
© discount HTTP @© spring Boot 2 il 570
QO user HTTP (19 Node.js 1 i3 senieie 09
© payment HTTP ¥ Python 1 i smonariine DD
O cart HTTP (19 Node.js 1 i e

Configuration

Erroneous Calls

M 730

nginx-web

Analyze Services

m *»+ Analyze Calis

Erroneous Call Ra

ages

R e )

0.0¢

0.0¢

©9.0¢

0.0¢

ratings

user

discount

. shipping

payment

catalogue-demo

cart

Log Messages

Smart Alerts Configuration

robot-shop

ratings

=4
@
@

MySQL@3306 on demo-mysql

cities

dispatch

catalogue

redis:6379



Application (3)
.6 Robot Shop All Calls ~

> © nginx-web H177 ) Nginx

= Stack v

Summary Flow Endpoints Error M

%57 Upstream [ Downstream «

=« Analyze Calls

Loa M Infrastructure

Calls Per Second

1 7. 21/3 60,919 total calls

HTTP status g

Calls

®1XX @ 2XX @ 3XX @ 4xXX @ 5XX
1,200

22:18:00 22:28:00 22:48:00 22:58:01
Nov 08

22:38:00

Releases

Alerts

Infrastructure Issues & Changes

® Infralssues @ Offline © Online

1

@ Change!

) jon (3)
&b hovorshop icals - > O catalogue-demo #Tre @ Spring oot

Stack v

Summary Flow Endpoints Error Messac

Calls Per Second

1 1.43[5 40,457 tatal cals

cats
®1XX @2XX @ 3XX @ 4XX @ 5xXX

740

2298:00  22:28:00 22:38:00 2248:00 22580
Now 08

Releases

Alorts

Infrastructure Issues & Changes
@ Infralssues @ Offfine © Online & Change

1

° Upstream / Downstream ~

Q2 Robot Shop All Calls ~

*++ Analyze Calls

Application {3)

* Stack v

Upstream / Downstream ~

Nov 08
« O Lasti

@® Time shift: Off

(<]

@© Time shift: Off

> © catalogue oe=sase @ MongoDB

>+ Analyze Calls

Error A

Calls Per Second

1 1 .36/5 40218 wotal calls

Calls

@ Calls @ Erroneous Calls
740

(il (A
fi il

22:19:00 22:2000
v 08

22:39:00 22:4%:00 22:69:00

Releases
Alorts

Potential Problems

Infrastructure Issues & Changes

@ Infralssues @ Offline  © Online

1

© Changes

Log

[
3:

€ View In Analyze

25:09:00 23:19:00

ure

Erroneous Call Rate

0.00% 0 total erroneous calls

Erroneous Call Rate

® Erroneous Call Rate

Nov 08
Lasthour ~ > Live
Joe Aucalls v
Nov 08
<) O st ko > Live
@© Timeshift:Off v e AllCalls ~
=1 Mean Latency «

< 1mS ms for 90th

Latency

—

® 50th @ 90th @ 95th @ 99th Max Mean

100.00% 2ms
| \
\ f
A /
T | ! fV TG U A I = T
T
\ | R | \; |/ \fi
Ay o if if i
Ly 1] M Ry ! ! 1
T v y ’ v T ' r T t v T T 1
800 22300 22:3800 224900 226800 230900 2319:00 21900 262900 2239:00 224900 225800 250800 23:19:00
Now Nov
Releases Releases
Alorts Alarts

Potential Problems

Top Endpoints Calls  Erroneous Call Rate

catalogue.products

<1ims

Potential Problems

Top Statements Calls  Erroneous Call Rate

{ "find" : "products”, "filter" : { "sku" : "HAL-1" }, “limit" :. ims

View all endpoints

{ "find" : *products”, "filter” : { "sku” : "R202" ), *limit" : . ms




Application (3)
Robot Shop All Calls ~

> O redis:6379 onmsast & Redis

Summary Flow Endpoints
Endpoints
Name
@& get DATABASE
@ setex DATABASE
@& incr DATABASE
@& del DATABASE

222 Upstream / Downstream ~

(&

«

&

>+ Analyze Calls

Infrastructure

Calls Erroneous Calls

8918 0

i | 6,227 0

v 214 0

[ 2,075 0
22000 223000 22:40:00 22:50:00 23:00:00
Releases
Alerts

Potential Problems

Infrastructure Issues & Changes

@ Infralssues @ Offline © Online © Changes
1

® G

Analyze Endpoints Type... v Technc

Erroneous Call Rate

0.00%

0.00%

0.00%

0.00%

2370:00 2320:00

Latency

M" 2ms

~ ddela, 2ms

LA <TMs

Rm 1ms

Mean Latency

2ms 1ms for 90th

Latency

Ovev Time JRH

® 50th @ 90th ® 95th @ 99th Max Mean
90ms

LA
/\(V‘L /N/ \J”\, g ;J', | A

r v T v T v 1 r T - 7 T T
222000 22:30:00 22:40:00 22:50:00 23:00:00 23170:00 2320:00 22:20:00  22:30:00 22:40:00 22:50:00 23:00:00 2310
Hov 08 Nov 08

Releases Releases

Alerts Alerts

Potential Problems

Top Statements

Potential Problems

Calls  Erroneous!



%= GET /api/cart/add/anonymous-1855898/EVE-1/1 Trace ID: c36e410aa354df96 (D Arelease has occurred recently
Release: rollback-5657

¥ Download 2022-11-07, 10:10:32 (11m 54s ago)

Focus time to release  Follow releases live
® started: 2022-11-07, 10:20:59

15 A
e *>e GET /api/cart/add/anonymo... HTTP X
GET fapi/cart/add/anonymous-1855898/EVE-1/1
GET /add/anon 1 '
GET /product/EV | —i SOURCE {Z) Not monitored by Instana
e |\ | T
I Details o
The source of this call has not been traced and as a
result no information can be provided about the source.
All information shown about this call is provided by the
Calls Colorize by Endpoint Technology destination.
15ms .
B3 GET /apilcart/add/anon... GET /api/cart/add/anonymous-1855898/EVE-1/1 s 10ms | DESTINATION & upstream cart of © nginx-web

To @& upstream cart of & nginx-web

GET /add/anonymo... HTTP 9ms Details 23
To @& GET /add/:idf:sku/:qty of O cart
Type HTTP Call
Category http
Host web:8080
Service Endeint List Request Path Japi/cart/add/anonymous-
1855898/EVE-1/1
) URL http://web:8080/api/cart/ad
Service Endpoint Aggregated Time Erroneous Calls d/anonymous- RedHat .
1855898/EVE-1/1 5umm|t
W O nginx-web @ upstr... 10ms Route ID upstream'cart
Method GET
B O cat & GET/ oms Status Code 200 - OK ) Y '

Header user-agent python-requests/2.25.1
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] Nov 08 A
Robot Shop © O’ [ Zsthowr P Live
‘Nolssues Analyze Page Loads
= Filters Browser v oS v Country v Subdivision v Meta v Window Width «
Summary Speed Resources HTTP Requests JS Errors Geography Custom Events Pages Smart Alerts
Page Loads €, Page Transitions e, onLoad Time (mean) €, onLoad Time (90th) €, onLoad Time (95th) €,
2,848 1,082 673ms 2.43s 2.47s
Page Views JS Errors onLoad Time
® Page Loads @ Page Transitions ® JSErrors ® onload Time
78 I 1,400ms
2118:00  21:28:00 21:38:00 21:48:00 21:68:00 22:08:00 22:18:00 21:18:00  21:28:00 21:38:00 21:48:00 21:68:00 22:08:00 22118:00 '21118100 21:2’8 00 21:3,&00 2114’8100 2155’8100 2210’8300 22!18:00‘
Nov 08 Nov 0B Nov 08
L4 £ 4 E 4 £ 4 4 £ 4
Geography Top JS Errors Affected Users Top Pages onLoad Time  Errors
index out of bounds 81 Offers 793
’. undefined has no properties 38 Products 792




Home on http://robotshop.instana.com >

¥ Download
Start Time JS Errors Resources HTTP Requests Website
2022-11-08 Robot Shop
22:18:46 O 19 2
Activity

User Information User Location  .ges search Types

Toma G Al v Saatehi. Q M| xr s css img Font Doc Tra

I thugin0@google.ru Tucson
817909e7-3bbe-ddcc-951c-88d5bb16bebb Arizona, United Sti

e
=
Browser Firefox 64 —
Operating System Windows 10
Window Dimensions 1149x1008
PreferredLanguages en-US @ Home
IP Address 63.227.85.0
Effective Connection Type 4g
Page Load onLoad Time
Sesslon 1D Pladatiduzaneas pod http://robotshop.instana.com/ 209ms
m Page Resource Start Time
https://eum.instana.io/feum.min.js 213ms
Page Resource Start Time
http://maxcdn.beotstrapcdn.com/bootstrap/d.0.0-alph... 213ms
Page Resource Start Time
http://maxcdn.b pedn.com/for nef4.6.3/... 214ms
Page Resource Start Time
Jstylesheets/style.css 214ms
m Page Resource Start Time
fimages/page-splash.png 215ms

Err Cus

Retrieval Time
<1ims

Retrieval Time
22ms

Retrieval Time
<1ims

Retrieval Time
90ms

Retrieval Time
290ms

Other

View Backend Trace

View Backend Trace
View Backend Trace

4.71:



New Event Type v Incidents & Severity... ¥ Entity type v State... v Filter Events
Events (334) ®

Name 4 Description Entity type
© Quﬁ';‘_‘i’fe" increase in secret reads count Secret read count suddenly increased WV Vault Instance 1

O Quﬁ'{{?:en increase in total objects size Total objects size suddenly increased €© Google Cloud Storage 1]
Qg:’:ﬂ:\ma”\’ high disk backend commit duration Detects high disc backend commit duration &} Etcd Node 11

A SPnonnairnan diske feyne duration Detects high disc was fsync duration & Etcd Node 1
) KB\Elr:grr]mally high snapshot duration Detects high duration of saving a snapshot a Etcd Node i1
A QSE_gonnection status between Queue Manager and Integr... Queue Manager State Check. @ IBM ACE Integration Ser... 1
) QSE_::tegraﬁon Server state Integration Server State check. @ IBM ACE Integration Ser... 1]
A Qﬁﬁ.message Flow Max Elapsed Time m:;\:::; :.he maximum elapsed time spent processing an input ® IBM ACE Message Flow 1



& Sudden increase in latency for a fraction of requests

Incident Timeline Expand (18)
2022-11-08, 22:29:46 223 2232 22:34 22:35 29 238 22:90 22:4¢
@ = Related Events (17)
A
5
-
;
o . Erroneous call rate is too high [JEITTT 2022-11-08 22:32:00 1h66m
& 20:36:00 ¢ On: O odgocnapil.execute-apl.us-east-1.amazonaws.com
. Complete drop in the number of requests [T 2022-1-08 22:42:30  [EITISTTN 10m
Triggering Event 223239 - On: © redis:6379
[ sswvics smecr | i i
Sudden increase in latency for a fraction of requests [EEII 2022.1.08 22:a2:a5 (TSI 10m . . Sudden increase in the number of erroneous calls [[EIITH 2022-11-08 22:40:45 10m
zazas « | @ op G wumam 2w On: O MySQL@3306 on demo-mysal
Description
This can be a sigh of this service I its s . Sudden increase in latency for a fraction of requests [T 2022-1-08 22:41:45 [T 10m
 Relative change in value: 1448% 2Z248: On: G MySQL@3306 on demo-mysal
+ Confidence: 95.00%
‘ Erroneous call rate is too high [EITIT) 2022-1-08 22:38:00  [EITISL]) 5m
22:33:00 + On: © MySQL@3306 on demo-mysal
® All Calls Latency 99th
2400ms
. Sudden increase in latency for a fraction of requests JLITITN 2022-11-08 22:42:30 LTSI 10m
22:32:30 on: O cart
. Sudden increase in latency for a fraction of requests [T 2022-11-08 22:42:15  [EITTUET 10m
22,32[5 .
22:03:00 22:08:00 221300 2:18:00 on: © catalogue-demo
Now 08
Sudden increase in the number of erronecus calls [ 2022-11-08 22:40:45 10m
22:30:45 « ' ;
On: & discount
Sudden increase in latency for a fraction of requests L0 2022-11-08 22:41:45 10m
22:31:46 ¢ On: O discount

SERVICE IMPACT



@ Add Alert Channel =

Email

Slack

Opsgenie

PagerDuty

Office 365 [ Microsoft Teams
Generic Webhook

Splunk

Google Chat

VictorOps

Prometheus Alertmanager Webh
Cisco Webex Teams Webhook

IBM Watson AlOps Webhook

Filter...

Name
New Alert Configuration

Shows up in the list of alerts. Should be unique and meaningful

2. Events

Only send alerts for event types or on selected events

Alert on Event(s)

Events (3)

Name A

A sudden increase in secret reads count
Built-in

Abnormally high disk backend commit duration
Bullt-in

Abnormally high disk wal fsync duration
A Built-in

Description

Secret read count suddenly increased

Detects high disc backend commit duration

Detects high disc was fsync duration

@® Add Events
Entity type

W Vault Instance

&3 Etcd Node

& Eted Node



@, Analytics > &b Applications / =+ Calls ~

= Filter

Group

0 Selected

Latency

From To

Erroneous

() only erroneous

HTTP Status

Applications

Services

Endpoints

Types

Technologies

@ @ @ @ @ @

e Application

+ Add group

@ Analytics > & Applications /| B Logs ~ ® (O )y
= Filter + Add fiiter
Group + Acdd group
0 Selected
Name = Robot Shop nll chart B tlogs sum
Log levels v
Logs (sum)
stream @ v @ Analyzeprofiles > @ Profiles of Process cart v1.0.0 @ || {
Seruica v Upstream [ Downstream ~
|.|| Chart *>e Later
Summary CPU Memory Wait Time
Latency (distribution)
® CPUUser @ CPU System Y
5%
IO AL AR L g, AR
215850 22:03:68 22:08:58 2213:58 22:18:58 22:23:58 22:28:68 22:33:58 22:38:58 22:43:58 22:48:58

<ims

256,227 Calls
[ ]
@ Ledl
® -
[ ] "

10ms

Call

get

GET /cart/anonymous-25767

GET [find/STAN-1

6 ¢ 6 & ¢ ¢ &6 6 & 6 6 ¢ & ¢ & & & 6 6 F 6 & & & O O

CPU Hotspots Memory Hotspots Wait Time Hotspots
W __ — =
Used Code Code
21.00% <(garbage collector)> v 9.53% <copy> at [opt/server/node_modules/request/lib/h... v 36.56% <emitinitScript> at int/
2.74% <_addHeaderLine> at _http_incoming.js:0 v 9.52% <(V8 API)> v 32.41% <tickOnSocket> at _hl
2.28% <Socket> at net.js:225 v 4.76% dable.on> at _stream_readable.js:842 v 7.00% <tickOnSocket> at _h'
2.28% <connect> v 4.76% <> at [opt/server/node_modules/request/request.j... Vv 6.47% <emitinitScript> at inti
1.83% <writev> v 4.76% <onconnection> at net.js:1490 v 4.05% <lookup> at dns.js:14(



@ Time Range
Filter...
Name
# rollback-5669
& discount-canary-5669
& rollback-5668
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