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#JoinTheDarkSide
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How many of you develop 

code?

4



|

How many of you do DevOps?
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How many of you check for 

security issues in your code?
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https://tidelift.com/subscription/managed-open-source-survey
https://retool.com/reports/state-of-engineering-time-2022/
https://explore.tidelift.com/survey-results/2022-open-source-software-supply-ch
ain-survey
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https://tidelift.com/subscription/managed-open-source-survey
https://retool.com/reports/state-of-engineering-time-2022/
https://explore.tidelift.com/survey-results/2022-open-source-software-supply-chain-survey
https://explore.tidelift.com/survey-results/2022-open-source-software-supply-chain-survey
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Why is security so important for 

me as a developer?
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A Product Supply Chain
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Software as a Product
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Points of Compromise● Compromised 
Dependencies

● Malicious Code
● Vulnerable Code
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● Certificates
● Credential Theft
● Default Passwords
● Compromised build 

environments

Points of Compromise
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● Untrusted artifacts
● Questionable 

dependencies

Points of Compromise
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● Misconfigured 
network controls

● Misconfigured 
platforms

● Not standardized
● Credential theft
● Secrets

Points of Compromise
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● Security issues only 
discovered at the end of 
the process

● THIS IS TOO LATE!!

Points of Compromise
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Now What?
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So, time to evolve…DevSecOps???
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No Really, DevSecOps
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Doing DevSecOps
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Doing DevSecOps
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Doing DevSecOps
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Show me an example?
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What does a secure pipeline look like?
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What does this look like in real life?
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You told me to shift-left?
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Doing DevSecOps



linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

twitter.com/RedHat

Thank you


