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About me

Ben Taljaard

Based in Den Haag, Netherlands
Works for Red Hat
Role: Solution Architect

Self-professed technology geek, with a passion for
cloud native application development

Hobbies: Playing guitar, tinkering in my workshop,
helping my wife raise 2 boys

Email: ben.taljaarde@redhat.com
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#JoinTheDarkSide

lgj'l f/ques

Why do programmers prefer dark
mode?

Cause light attracts bugs.
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How many of you develop

code?
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How many of you do DevOps?
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How many of you check for

security issues in your code?
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A Recent Chinese Hack Is a Wake-up Call for
the Security of the World’'s Software Supply
Chain

The almost unnoticed hack of MiMi points to a growing trend of
software supply chain attacks, including by the Chinese government.

By John Speed Meyers
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North Korea's Lazarus hackers
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Lines of committed code copied and pasted from other sources throu

<10 lines - 5%

51-100 lines

How developers spend their time .
101-500 lines

8 Meetings,
oW% management i i
i.1:l amma_a ations 501-1000 lines

1001-5000 lines

Development teams struggle most with identifying and Individual
resolving security vulnerabilities contributors

Which of the following challenges does your team face when using open source for developing
applications? (select all that apply)

Identifying and resolving
security vulnerabilities

Making good decisions about when to
upgrade components and frameworks

Making good decisions about which
components and versions to use

Unclear which open source components
are safe and approved at my organization

Resolving licensing issues or complying with
my organization’s license policy

Complying with government requirements

Requesting to use new open source components
is a lengthy or confusing process
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https://tidelift.com/subscription/managed-open-source-survey
https://retool.com/reports/state-of-engineering-time-2022/
https://explore.tidelift.com/survey-results/2022-open-source-software-supply-chain-survey
https://explore.tidelift.com/survey-results/2022-open-source-software-supply-chain-survey

Why is security so important for

me as a developer?
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A Product Supply Chain
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Software as a Product

Soumes/Package_s
and Depe,nolencie,s

Platform(s)

De,plo’./
Inner Outer Gﬁtops
Loop Loop
Push
De,ve,lopmen‘t Code/Artifact
Factory ' Repositories

n
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Points of Compromise

Vulnerable Code

Source,s/Packoxges
and Dependencies

Platform(s)

be_plot./
Inner Outer St OPS
Loop Loop
Push
De,velopme_n‘t Code/Artifact
Factory Re_pos?‘toﬁes
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Points of Compromise

Sources/Packages
and Depe,no(enc?e,s

Certificates e &
Credential Theft

Default Passwords 7 i Ploctpom(s)
Compromised build Lo, .

environments '

be_plot./
&tOps

De,velopme_n‘t Code/Artifact
Factory Repositories

Users
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Points of Compromise

Source,s/Packoxges
and Dependencies

Loop Loop
Push

De,velopme_n‘t
Factory

Untrusted artifacts
Questionable

dependencies

Platform(s)

be_plot./
&tOps

c oole/ Artifoct
Reposrtoﬁe,s
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Points of Compromise

Sources/Packages
and Dependencies

Inner Outer
Loop L.oop

De,velopme_n‘t
Fac‘toﬁ/

Misconfigured
network controls

S "“.
3
. Users

Platform(s)

Misconfigured

D lo platforms
CP "/ Not standardized

G;TtOPS Credential theft

Secrets

c oole/ Artifoct
Reposrtoﬁe,s
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Points of Compromise

Sources/Packoxges
and Dependencies

S
S
’%;‘

Users

Platform(s)

be_plot./
&tOps
II-MCP Outer Security issues only
oop Loop discovered at the end of
£ Push the process
THIS IS TOO LATE!
Devel opment Code/Artifact
Factory Repositories
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Now What?

Secure Code

,

Secure
Depe_nde_ncies

WE HAVE ENOUGH ON
OUR PLATE ALREADY

ecure Artifacts
or Containers

Secure
Infrastructure

Secure Interfaces

Continuous
Runtime Se,cur‘ity
Monitorin

17

RedHat | *



So, time to evolve...DevSecOps???

DevSecMLOps

TriceratOPs

@acloudgury

« PRIMORD AL | PROTOZOIC
« BORN IN THE Swamps of PERL

« OPERATES IN A SINGLE-CELL SILO
* SURPRISINGLY RESILIENT

o A CROSS -FUNCTIOVAL MARVEL

e VASTLY INCREASED AGILITY

o SECRETLY JUST A BUNCH OF
SINGLE CEWLS THAT HAVE

LEARNED NOT To KILL EACH
OTHER

o MORE ADVANCED, MORE. PARANCID
® SECURITY IS AUTOMATED
RIGHT INTO ITS DNA
o KNOWS THAT SHARED
RESPONSIBILITY 1S THE ONLY
ESCAPE FROM FOSSILIZATION
« WHAT EVEN IS THIS?
e 15 [T A FISH wITH FEET?
« WE SHOULD PROBABLY
LEAVE IT ALONE FOR
A FEW MILLION YEARS
AND SEE WHAT HAPPENS

« DOES NOT CARE
ABOUT YOUR ORG
STRUCTURE

* VULNERABLE OMY TO
DIRECT METEOR STRIKES

o WHAT WERE WE TALK:
ING ABOUT, AGAIN?
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No Really, DevSecOps

Teclr\nolosy
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Doing DevSecOps

1. Set realistic ::,oo\ls,
‘to::,e_‘thef‘

2. You Qode rt,
you own it

Pe_ople,

2. In‘te,grod:e, Se,cun‘ty

staff into your team
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Doing DevSecOps

1. Integrate secun“ty
n all chases of De,vOps
LiPe,cycle,

3. Feedback Loops

De_Ve,lopme_v\t
F'ac‘tory

A. Automate Security,
Compliomce_ ’T‘es’tir\g
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Doing DevSecOps

1. Tools should he,lp you
balance Spe_e,ol,
Accuract/, Eppicie,ncy

A. Single Source
of Truth

1l

=l |
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'Te,chno[ ogy

AR

. Shft Left
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Show me an example?
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What does a secure pipeline look like?

Artifact Che,cks/beploymey\‘t Preparo\‘tion

/ Code Checks \

=L Artifacts ==

s
r G
sonarqube 0 Red Hat ? \ B G

Advanced Cluster Security

Red Hat for Kubernetes
Quay

@"? | EHTON

o,
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What does this look like in real life?
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You told me to shift-left?
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Doing DevSecOps

a3 1. Think about your wt:\ole_
s L Soptu/od‘e_ Supply chain,

- from build to runtime

Code/Artifact
Repositories

. De,vse,cOps is more Than just
a tool or o team
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Thank you

m linkedin.com/company/red-hat

facebook.com/redhatinc

twitter.com/RedHat

E youtube.com/user/RedHatVideos
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