‘ Red Hat in the Cloud: Ansible
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@ For questions or comments,

Jens Boivie, Solution Architect, jboivie@redhat.com
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Topics

» Multi-cloud implementation of automation with Ansible

Automation Platform
» Event-driven automation

» Ansible Lightspeed
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Open Source

Red Hat actively contributes to thousands of Open

oO. O Source projects, including all key Linux, Ansible, container
0\ and Kubernetes projects - including over 30 different
standards bodies. The most significant contributions are

listed here.
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Red Hat in the Cloud(s)

The three pillars of our business
Open hybrid cloud
Red Hat's strategy and vision for its portfolio of software, tools, and services built in

the open source development model and designed for future architectures that are
open, secure, and agile across hybrid, multicloud

Develop, deploy, and manage any
Hybrid cloud infrastructure Q application, on any environment and give
Secure. scale. and manage — developers what they need to innovate
. : g
foundations for traditional and cloud /’\

workloads across all environments @‘

Management and automation

Manage Red Hat platforms and automate
across hybrid environments with more simplicity
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Ansible is the de facto automation language.

<3

Simple Powerful Agentless
Human-readable language Universal language spanning Easily integrate with
with quick adoption multiple IT domains hybrid environments
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Avoid islands of automation
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Standardize your automation and scale
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Automation and IT modernization

Popularity, by the numbers

L 4M A 2K

downloads per month customers

OO of 96M projects on GitHub by
contributors

32 7th ll;l{b_

130+

Certified Content
Collections

4K

modules

AM+

systems managed by Red Hat

55+

Certified technology
partners
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AR Enterprise IT Automation

| Automation strateg

Red Hat Ansible Automation Platform

Terraform, Pulumi
CloudFormation, Azure ARM

Terraform, Pulumi
CloudFormation, Azure ARM

Status Reporting, Systems Reconfiguration, OS/Apps Updates and
L Patching, User Permissions, Files and Certificates Management, App Retirement
Infrastructure Provisioning Services Restarting, Network Segmentation, Virtual Networking, Infrastructure
App Deployment Network Access Management, Threat Hunting, Investigation
Enrichment, Incident Response, Security Baselines, Troubleshooting

De-provisioning
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What is Ansible Automation Platform?

=
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Community Ansible

Enterprise
users

Laptop

Automation g :
controller cluster T °

Servers

AWX
node Servers

3o
11

Execution nodes

CONFIDENTIAL designator

Community Ansible quickly allows
someone to replace their bash and
python scripts with reusable and human
understandable playbooks

AWX is a tool that helps teams of 2 or
more people start to share their
automation with limited functionality

Ansible Automation platformis a fully
supported software product from
Red Hat
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Ansible Automation Platform 2.x:

20+ discrete community upstream projects: Integrated and fully supported

Unsupported

:  ansible-builder ansible-navigator -

S — =

: ansible-test : ansible-lint -

.................................................. s e Single, supported product
ansible- e —

. language-server ::

siojelado 1o J3jjelsu| pajpung

= Content Collections, -
le;:zea‘:co)gles ansible-sign
are nOt ................................................... —_
sufficient @ Ansible Runner :
tfor . '''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''' S <>
enterprise :
P . : I?E? Ansible Receptor
automation! - Scale &
..................................................... Create > Manage> Adopt>
ﬁ} AWX, awx-operator
awx-resource-operator —_
ansible-galaxy aze :
: Galaxy NG I § console. oZa Automation Hub
Galaxy NG Operator : 3 redhat.
' Hub UI : 5 com : - ; i
3 s Red Hat Insights, Red Hat Ansible Automation Analytics



#
#
#

What is Red Hat Ansible Automation Platform?

An integrated solution for the enterprise.

Operational tools
¥l Private automation hub
Execution environment ] o
@ builder 558

%3 Autpmahon content E>.<ecut|on . Automation mesh
navigator environments

Platform operators

Business Tools and Analytics

Automation analytics and
Red Hat Insights

Content creation tools

Ansible content tools

Ansible content collections
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What is Red Hat Ansible Automation Platform?

A distributed architecture built for scale.

— L8 Automation controller

Control o o
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Execution B | e B | ]
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— Data center Cloud Edge
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How Ansible Automation Platform solves cloud

challenges
Ansible Automation Platform hosting options
Red Hat Red Hat aws
‘ Enterprise Linux ‘ OpenShift A Azure Go g|€ Cloud
Red Hat Enterprise Linux 8.3+  Red Hat OpenShift via dedicated On Microsoft Azure On Google Cloud On AWS marketplace
x86_64 (physical, virtual) Ansible Automation Platform marketplace marketplace
operator (physical, virtual)
Self Managed (on-premise or cloud) Customer deployed Customer deployed Self-managed

Managed by Red Hat
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Demo

Automation Controller 2xWindows

Private Automation Hub

Windows
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Event-Driven Ansible
technical overview

Ansible Automation



Ansible Rulebooks

Simple declarative decisions through rules

» Events are processed by a rules engine
> Rules trigger based on conditions and actions
can be carried out by the rules engine
> Rules are organized into Ansible Rulebooks
> Ansible rules can apply to events occurring on
specific hosts or groups

» Conditional management of actions to events
> Simple YAML structure for logical conditions
> Events can trigger different types of actions:

m  Run Ansible Playbooks
m  Run Modules
m Post new events to the event handler

» YAML-like format familiarity
> Current Ansible users quickly learn and use
Rulebook writing

20

name: Automatic Remediation of a web server
hosts: all
sources:
- name: listen for alerts
ansible.eda.alertmanager:
host: 0.0.0.0
port: 8000
rules:
- name: restart web server

condition: event.alert.labels.job == "fastapi" and

event.alert.status == "firing"
action:

run_playbook:
name: ansible.eda.start _app

RedHat
Ansible Automation
Platform
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Execution layers of Event Driven Automation

Optional Event- Driven Ansible
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Ansible Lightspeed
Preview Demo




Automation Maturity Curve

Federated Self-Service automation
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Self-healing infrastructure
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