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| ask CISOs what keeps them awake at night, here’'s my favourite answer:

"People who work in my
organisation and people
who don't”
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It's more than just tech ....
Not all security challenges can be resolved or mitigated through the use of purely technical techniques.

We also need to focus on the People, Process, Technology and cultural issues when addressing customers security concerns.
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Technology
Tools and services




What are we trying to stop 7




Security Challenges

What do we hear from our customers?

Challenge #1- Cyber Threats
Threat actors are constantly developing new tactics and techniques to breach security

defenses and customers need to constantly re-asses their security processes.

Challenge #2 - Lack of awareness and education
Some employees are not aware of the risks associated with cybersecurity or how to

protect themselves and their organizations from cyber attacks.

Challenge #3 - Complexity of IT
The growing complexity of IT infrastructure, with a combination of on-premises, cloud,
and hybrid systems, can make it difficult to provide holistic observability and implement

consistent security policies across all systems.



Security Challenges

What do we hear from our customers?

Challenge #4 - Software Supply Chain Management

Software supply chain security combines best practices from risk management and
cybersecurity to mitigate against risks that may inadvertently be incorporated during
the in-house development of software.

Challenge #5 - Third-party risks

Organizations often rely on third-party vendors for various services and products but
these third parties may not have adequate security measures in place which can create
vulnerabilities in the organization's overall security posture.

Challenge #6 - Regulatory compliance

Many organizations must comply with various regulations related to data privacy and
security, which can be challenging to implement and maintain, especially as regulations

continue to evolve.
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Security must be continuous

|dentify security
requirements &

governance models
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Revise, update,
remediate as the
landscape changes

DESIGN

Security policy,
process &
procedures

MANAGE

BUILD

Built-in from the start;
not bolted-on

Deploy to trusted
platforms with
enhanced security
capabilities

Automate system config,
security & compliance



Security Automation Benefits

INCREASE SPEED

Reduce the number of
manual steps and
GUI-clicking, enable the
orchestration of security
tools and accelerate their
interaction with each
other

Security Automation 101
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REDUCE HUMAN ERRORS

Minimize risks with
automated workflows,
avoid human operator
errors in time-sensitive,
stressful situations
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ENFORCE CONSISTENCY

Enable auditable and
verifiable security
processes by using a
single tool and common
language covering
multiple security tools



Security automation is a journey

Start simple and small. Improve iteratively

Crawl Walk RUN!

Complexity of Tasks




ls automation a security solution?
No!

Ansible can help Security teams “stitch together” the numerous security solutions and

tools already in their IT environment for a more effective cyber defense.
By automating security capabilities, organizations can better unify responses to

cyberattacks through the coordination of multiple, disparate security solutions,

helping these technologies to act as one in the face of an IT security event.

Ansible security automation is a security enabler



Security Automation

ﬁ Investigation enrichment
Enabling programmatic access to log configurations
Investigation Threat Incident such as destination, verbosity, etc

enrichment hunting response

Response and remediation

Threat hunting

A Automating alerts, correlation searches, and

) ) signature manipulation
Automated security operations

Incident response

Creating new security policies to whitelist, blacklist,

or quarantine a machine




Security Information & Events

Management
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Enterprise Security
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Ansible Security Ecosystem

Certified Content Collections
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Enterprise Firewalls

Check Point

SOFTWARE TECHNOLOGIES LTD
Next Generation Firewall
GAIA OS
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Palo Alto Networks
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Advanced Firewall Manager
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Intrusion Detection &
Prevention Systems

Check Point
IPS Blade

F::RTINET

Fortigate: IPS

ntrusion Detection System
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Privileged Access
Management
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PAM
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Endpoint Protection
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Falcon
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Deep Security


https://cloud.redhat.com/ansible/automation-hub/splunk/enterprise_security
https://cloud.redhat.com/ansible/automation-hub/ibm/qradar
https://cloud.redhat.com/ansible/automation-hub/check_point/mgmt
https://cloud.redhat.com/ansible/automation-hub/fortinet/fortios
https://galaxy.ansible.com/ansible_security
https://cloud.redhat.com/ansible/automation-hub/check_point/mgmt
https://cloud.redhat.com/ansible/automation-hub/check_point/gaia
https://galaxy.ansible.com/cisco/asa
https://github.com/ansible/ansible/blob/stable-2.9/lib/ansible/modules/network/f5/bigip_asm_policy_manage.py
https://cloud.redhat.com/ansible/automation-hub/cyberark/pas
https://cloud.redhat.com/ansible/automation-hub/tirasa
https://cloud.redhat.com/ansible/automation-hub/repo/published/ibm/isam
https://cloud.redhat.com/ansible/automation-hub/repo/published/trendmicro/deepsec
https://console.redhat.com/ansible/automation-hub/repo/published/crowdstrike/falcon
https://console.redhat.com/ansible/automation-hub/repo/published/paloaltonetworks/
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